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Abstract. In this article, we propose a static information-flow analysis
for multi-threaded programs with shared memory communication and
synchronization via locks. In contrast to many prior analyses, our anal-
ysis does not only prevent information leaks due to synchronization, but
can also benefit from synchronization for its precision. Our analysis is a
novel combination of type systems and a reachability analysis based on
dynamic pushdown networks. The security type system supports flow-
sensitive tracking of security levels for shared variables in the analysis of
one thread by exploiting assumptions about variable accesses by other
threads. The reachability analysis based on dynamic pushdown networks
verifies that these assumptions are sound using the result of an automatic
guarantee inference. The combined analysis is the first automatic static
analysis that supports flow-sensitive tracking of security levels while be-
ing sound with respect to termination-sensitive noninterference.
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1 Introduction

Before giving a multi-threaded program access to sensitive information, one
might want to know whether the program keeps this information secret. Static
information-flow analyses are a solution for checking whether a program keeps
sensitive information secret before running the program.

Information-flow security for sequential programs received a lot of attention
in research and mature solutions exist, e.g. [12,2,5,7]. Analyzing information-
flow security for concurrent programs is conceptually more difficult. In particular,
analyses for sequential programs are not sufficient for analyzing concurrent pro-
grams [17], because further information leaks can occur. Consider, for instance,
the program o1:=s1;s1:=s2;s2:=01; 01:=0, which swaps the values stored in
sl and s2 via the variable o1. Assume the values of sI and s2 shall be kept
secret from an attacker who can only observe the variable oI after the program
run. While the program does not leak the values of s1 and s2 if run in isolation,
it might leak the value of sI to the attacker if the program 02:=o01;01:=02
is run concurrently. Synchronization adds further complexity to this problem,
because it can introduce additional information leaks [14].
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Fig. 1. Work flow of the proposed analysis

For verifying that multi-threaded programs have secure information flow, sev-
eral security type systems were proposed and proven sound wrt. noninterference-
like security properties (e.g., [17,16]). While some of this work addresses the
danger of information leakage via synchronization (e.g., [14, 19, 20]), the poten-
tial positive effects of synchronization primitives for information-flow security
have been neglected for some time. However, programmers use synchronization
frequently to limit the possible interferences between threads. In particular, syn-
chronization can be employed to prevent information leakage.

Mantel, Sands, and Sudbrock propose a framework for verifying information-
flow security in a modular fashion such that the positive effects of synchroniza-
tion can be exploited [10]. They present a flow-sensitive security type system
that is suitable for rely-guarantee-style reasoning about information-flow security
based on code annotations that capture a programmer’s intentions and expecta-
tions by so called modes. A mode is either an assumption about a given thread’s
environment that the programmer expects to hold when the thread reaches some
program point, or it is a guarantee that the programmer intends to provide to
the thread’s environment. In [10], the security type system is proven sound under
the precondition that all assumptions made by a thread are justified by corre-
sponding guarantees of other threads and that all such guarantees are, indeed,
provided. In [3], this approach is adapted to a hybrid information-flow analysis,
where monitors enforce the soundness of rely-guarantee-style reasoning by forc-
ing threads to provide all guarantees that are needed to justify the assumptions
made by other threads.

In this article, we propose a particular combination of security type systems
with dynamic pushdown networks [9] (brief: DPNs). The purpose of this com-
bination is to obtain a solution for rely-guarantee-style reasoning where DPNs
are used to effectively check that all assumptions are justified. In addition, we
present an inference that soundly computes the guarantees that are provided
at each program point. That is, our solution statically ensures that modes are
used soundly and our soundness result is unconditional, unlike in [10] where a
sound use of modes is assumed. In contrast to [3], we present a solution for a
static analysis, i.e. one only needs to verify the information flow security of a
program once and no run-time overhead is imposed on the program. Another
novelty of this article in comparison to [10,3] is that our security type system
covers dynamic thread creation as well as lock-based synchronization.

Figure 1 illustrates how the different modules of our analysis interact. The
guarantee inference takes a program annotated with assumptions as input and
adds guarantee annotations. This program is input to the assumption verifier



and the security type system. A program is then accepted as secure if and only
if it is accepted by the assumption verifier as well as the security type system.
Overall, our analysis is the first completely automated, static information-
flow analysis that soundly enforces termination-sensitive noninterference while
permitting flow-sensitive tracking of security levels for shared variables.

2 Basic Notions and Notation

2.1 Model of Computation

We consider multi-threaded programs whose threads synchronize by locks and
communicate via shared memory. We focus on interleaving concurrency (i.e., one
thread performs a step at a time), non-deterministic scheduling (i.e., each thread
could be chosen to perform a step next), and non-re-entrant locks (i.e., a lock can
only be acquired if no thread, including the acquiring thread, holds this lock). To
capture the behavior of multi-threaded programs, we use two transition systems:
a local labeled transition system to capture the behavior of individual threads
and a global transition system to capture the behavior of multiple threads.

We assume as given a finite set of locks Lck and define the set of all memory
configurations by Mem = Var — Val, where Var is a finite set of variables and
Val is a set of values. We leave Var and Val both under-specified.

We refer to the states and labels of local, labeled transition systems as local
configurations and events, respectively. Formally, a local transition system is a
triple (LCnf, Eve, —) where LCnf and Ewve are sets and — C LCnfxEvexLCnf.
We define the set of local configurations by LCnf = CCnf x Mem, where CCnf is
a set of control configurations that we leave under-specified for now. An event is
a term that captures the non-local effects of a thread’s computation. We define
the set of all events by Eve = {¢, Mcens, 1,0l | cenf € CCnf,l € Lek}. We
use the events “ccnf, [, and —I to capture the creation of a new thread with
initial control configuration ccnf, the acquisition of lock [, and the release of I,
respectively. The term e signals that no non-local effect occurs. We assume that
termination is captured by a predicate trm on control configurations.

A global transition system is a pair (GCnf,—»), where GCnf is a set of
global configurations and — C GCnf x GCnf. We define GCnf by GCnf =
CCnf™ x Mem, i.e., a global configuration is a pair of a non-empty list of lo-
cal control configurations and a memory configuration. A global configuration
([eenf, ..., cenf ], mem) models a snapshot of a computation with n threads
where the ith thread’s state is captured by (cenf,;, mem) for 1 < i < n. We say
that a list of control configurations [cenf, ..., cenf,] has terminated (denoted
trm([cenfq, ..., cenf,])) iff trm(cenf;) holds for all ¢ € {1,...,n}.

We assume the control configuration of a thread to capture which locks are
held by this thread. To retrieve the set of acquired locks, we use a function
locks : COnf — 2L% and inductively lift it to a function locks : CCnf* — 2L¢F

— —
by locks([]) = 0 and locks(cenf+-+[cenf]) = locks(cenf ) Ulocks(cenf). In a global
configuration ([cenfy,. .., cenf ], mem), locks(cenf) is the set of locks acquired
by the ith thread and Lck \ locks([cenf, . .., cenf,]) is the set of available locks.



We say that a local transition system (LCnf, Eve, —) handles locks properly
iff (1) (cenf, mem) = (cenf’, mem’) implies locks(cenf') = locks(cenf) U {1},3
(2) (cenf, mem) = (cenf’, mem’) implies locks(cenf) = locks(cenf') U {1}, (3)
(cenf, mem) = (cenf',mem’) and o ¢ {I,~1 | | € Lck} imply locks(cenf') =
locks(cenf), and (4) (cenf, mem) <<= (cenf’, mem') implies locks(cenf™) = 0.

Let (LCnf, Eve,—) be a local transition system that handles locks properly.
The global transition relation — C GCnf x GCnf induced by this local transition
system is the smallest relation that satisfies the following conditions:

— —
1. If (cenf,, mem) = (cenfl, mem’) and [ ¢ locks(cenf1++cenfs) then
(cenf1++[cenf ]++cenfa, mem) — (cenf1++[cenf]++cenf o, mem').
2. If (cenf ;, mem) <<ty (cenf’, mem’) then
— — — g — ,
(cenf1++][cenf ;] ++cenfo, mem) — (cenf1++[cenf, cenf;]++cenfa, mem').
3. If (cenf;, mem) = (cenfi,mem') and a & { 7ceng, | | cenf € CCnf,l € Lek}
then (cenf1++[cenf ;| ++cenfa, mem) — (cenf1++[cenfi]++cenfo, mem').

The first item above captures the acquisition of a lock by the thread at position
1=1+ ﬁ(?n}l) Since the local transition system handles locks properly, a lock
can only be acquired if no thread — including thread ¢ — holds this lock. The
second item captures the creation of a thread by the ith thread. Due to the
proper handling of locks, newly created threads hold no locks. Finally, the third
item handles all other steps of the ith thread, including the release of a lock.
We inductively define a family of relations (—)ren by genf —¢ genf and
if genf —p genf’ and genf’ — genf” then genf —»py1 genf”. The transitive,
reflexive closure of — is defined by genf —* genf’ iff Ik € N. genf —»p, genf’. If
genf —* genf’ then genf' is reachable from genf. We define the set of all global
configurations reachable from genf by gReach(genf) = {genf’ | genf —* genf'}.
In Section 2.5, we define a local transition system (LCnf, Eve, —) for a simple
programming language and capture multi-threaded computations by the global
transition system (GCnf,—), where — is induced by (LCnf, Eve, —).

2.2 Attacker Model and Definition of Security

We focus on confidentiality in this article. More concretely, we assume that
certain variables store secrets, and we only classify a program as secure if it does
not reveal information about these secrets when it is run. We consider attackers
that might be able to observe the values of all other variables both, before and
after a program run. We refer to variables that initially store secrets as high
and to variables that might be observable to the attacker as low.

We define a set of security levels by Lev = {low, high} and use a function
lev : Var — Lev to associate a security level with each variable. For the attacker,
two memory configurations are indistinguishable if they agree on the values of

3 We use U to denote the disjoint union of two sets, e.g., locks(cenf') = locks(cenf )U{1}
is equivalent to locks(cenf’) = (locks(cenf) U {I}) Al ¢ locks(cenf).



all low variables. We say that mem, mem’ € Mem are low-equal (denoted by
mem =1 mem/) iff Vo € Var. (lev(z) = low = mem(x) = mem’(z)) holds.

Definition 1. A control configuration cenf is secure for lev : Var — Lev iff

—
VYmemy, mem’, mems € Mem.Veenf, € cCnf™.
* ! 7 lev
([eenf], memy) —* (cenf1, mem!) A trm(cenf1) A memq =&Y, mems
— Jmem), € Mem.3cenfy, € COnf™.

([cenf], mema) —* (cenfo, memb) A trm(cenfa) A mem!, =l

/
1 Tlow MEMy

Our security definition captures possibilistic, termination-sensitive noninterfer-
ence for a two-level security policy [15]. That is, if a program satisfies our security
definition then the initial values of high variables do not influence the possibility
of a low attacker’s observations. In particular, programs that leak information
via their termination behavior [4] do not satisfy Definition 1.

2.3 Dynamic Pushdown Networks

We briefly recall the result on analysis of dynamic pushdown networks (DPNs)
from [9] exploited in the assumption verifier and describe the connection to our
model of computation. A DPN consists of multiple instances of independent
pushdown systems running in parallel. Additional instances can be created dy-
namically. Synchronisation is supported in the form of locks. Using finite data
abstraction, DPNs can thus model concurrent programs with recursive proce-
dures, dynamic thread creation, and synchronization with locks.

Formally, a DPN is a tuple (P, I, A, A) where P is a finite set of control states,
I is a finite set of stack symbols, A is a finite set of actions, and A C PI" x
A x PI'* is a finite set of transitions. An action from {7, ,|p€ P,y e I'} C A
indicates creation of a new pushdown instance with a control state p and stack
symbol v, and an action from {I,—~l | I € Lek} C A indicates acquisition and
release of a lock [. The set of acquired locks can be retrieved from a control
state with the function locks : P — 2%°*. The set of acquired locks in a control
state must be consistent with transitions, i.e. for all (py,a, p’'w’) € A we have
locks(p') = {1} U locks(p) if a = 1, locks(p) = {I} U locks(p’) if a = =l and
locks(p) = locks(p') otherwise; in addition locks(p”) = 0 if a =, 7p» . Note
that there is no re-entrant use of locks.

Configurations of a DPN are lists of pushdown instances represented as words
from DCnf = (PI'™*)". Let locks(piwy ... powy,) = Uieqa,....ny locks(pi). A step
of the semantics of the DPN rewrites the control state and topmost stack-symbol
of one pushdown instance according to a transition rule, if allowed by the state
of locks. On thread creation, a new pushdown instance is added to the left of
the current instance in the configuration. Formally, the transition relation — is
the smallest relation such that s pyws’ — ss” p'w'ws’ holds for all s,s" €
DCnf,w € IT'*, (pv,a,p'w') € A provided | ¢ locks(spyws’) if a = | and
s" =p"~"if a=pr v and s” = € otherwise.

We say that a thread uses locks in a well-nested fashion if it releases all locks
in opposite order of their acquisition. Given a DPN whose threads use locks in



a well-nested fashion and a regular set B C (P U I')*, we can check effectively,
whether a configuration in B is reachable from initial configuration sy or not,
i.e., whether 3s € B : sy —* s (see [9]).

In order to analyze a program from an initial configuration ([cenf], mem),
we consider a DPN Mcnr = (Peenfs eenfs Acenfs Acens) With Pecnp € CCnf,
cenf € Peens and Ieenp = {#} that satisfies the following condition: if cenf’ €
Peeng and (cenf’, mem) <> (cenf”, mem’) then cenf” € Peeng, & € Ageny and
(cenf'#, 0/, cenf"#) € Acens, where o’ = a for av & { 7 eny| conf € CCnf}, and
cenf” € Pecns and o = A oepprr g for a = 7 oepprr. Elements of Py abstract lo-
cal configurations in the sense that they do not carry information about memory
configurations. Correspondingly, the transitions in A..,s abstract steps in the lo-
cal semantics. However, labelling and hence synchronisation and thread creation
is preserved. We reuse the function locks defined for control configurations.

The DPN M. can be used to approximate reachability of configurations
starting from ([cenf], mem) respecting synchronisation via locks and thread cre-
ation, since ([cenf], mem) —* ([cenf, ..., cenf, ], mem’) implies that cenf# —*
cenf# ... cenf ,#. Hence, an unreachable configuration in the DPN translates
to an unreachable configuration in the program. Since we abstract from the
shared global memory, the converse direction does not hold in general.

The above approach is fitted to non-recursive programs but can easily be
extended to recursive programs by using a larger stack alphabet.

2.4 Control Configurations and Modes

We specialize control configurations to triples of the form (c, lkst, mdst), where
¢ is a command, lkst is a lock state, and mdst is a mode state. In the control
configuration of a thread, the command specifies how the thread’s computation
will continue, the lock state specifies which locks the thread currently holds, and
the mode state specifies the thread’s current assumptions about its environment
as well as the guarantees that the thread currently provides to its environment.
We use Com, LkSt, and MdSt to denote the set of all commands, the set of
all lock states, and the set of all mode states, respectively, i.e., CCnf = Com x
LESt x MdSt. We leave Com under-specified and define LkSt and MdSt below.
In Section 2.5, we specialize Com for the syntax of a concrete programming
language and formalize the language’s semantics by a local transition system.
Formally, a lock state is a set of locks, i.e., LkSt = 2% In a control config-
uration (c, lkst, mdst) of a thread, the lock state lkst specifies which locks this
thread holds. Hence, we define the function locks by locks((c, lkst, mdst)) = lkst.
We define mode states to be functions from modes to sets of variables, i.e.,
MdSt = Md — 2V where Md = {A-NR,A-NW, G-NR, G-NW} is the set of
modes. The modes A-NR (for no-read assumption) and A-NW (for no-write as-
sumption) represent assumptions, while the modes G-NR (for no-read guarantee)
and G-NW (for no-write guarantee) represent guarantees. If z € mdst(A-NW)
then it is assumed that the thread’s environment does not write z. Similarly,
if y € mdst(A-NR) then it is assumed that the thread’s environment does not



read the variable y. If z € mdst(G-NW) and y € mdst(G-NR), then the thread
guarantees to not write z and to not read y, respectively. We say a mode state
mdst is consistent with a mode state mdst’ iff mdst(A-NW) C mdst’(G-NW) and
mdst(A-NR) C mdst'(G-NR), i.e., if all assumptions made by mdst are matched
by corresponding guarantees of mdst’.

We say that a local configuration ((c, lkst, mdst), mem) provides its no-write
guarantees iff for all x € mdst(G-NW) and (cenf’, mem') € LCnf the implication

((c, lkst, mdst), mem) = (cenf', mem’) = mem(z) = mem(z) (1)

holds. Moreover, we say ((c, lkst, mdst), mem) provides its no-read guarantees iff
for all y € mdst(G-NR), v € Val, and (cenf’, mem’) € LCnf the implication

((c, lkst, mdst), mem) = (cenf’, mem) (2)
= ((c, lkst, mdst), mem[y — v]) = (cenf’, mem/)
V ((c, lkst, mdst), mem[y — v]) = (cenf’, mem'[y — v])

holds. The two disjuncts on the right hand side of the implication cover the case
where the variable y is written and not written, respectively, in the step. Finally,
we say that a local configuration provides its guarantees if it provides both, its
no-write guarantees and its no-read guarantees.

We say that a global configuration ([cenf, ..., cenf, ], mem) with cenf; =
(ci, lkst;, mdst;) for each ¢ € {1,...,n} justifies its assumptions iff mdst; is
consistent with mdsty, for all j,k € {1,...,n}, j # k. Intuitively, this means that
if one thread makes an assumption about a variable then all other threads must
provide the corresponding guarantee.

Modes and mode states were introduced in [10] as a basis for rely-guarantee-
style reasoning about information-flow security. The approach enables one to
verify the security of multi-threaded programs in a modular fashion, based on
security guarantees for each individual thread. More concretely, one statically
verifies that steps of each thread only cause flows of information that comply with
a given security policy. Rely-guarantee-style reasoning frees one from having to
reason about arbitrary environments, one only needs to consider environments
that satisfy the thread’s current assumptions. Such rely-guarantee-style reason-
ing is sound if at each step of a computation the assumptions of all threads are
justified and the guarantees of all threads are provided.

Definition 2. A global configuration genf ensures a locally sound use of modes
iff for each genf' € gReach(genf), where genf' = ([cenf’, ..., cenfl], mem’), and
eachi € {1,...,n}, the local configuration (ccnf’;, mem') provides its guarantees.
A global configuration genf ensures a globally sound use of modes iff each
genf' € gReach(genf) justifies its assumptions.
A global configuration genf ensures a sound use of modes iff genf ensures
both, a locally sound use of modes and a globally sound use of modes.

Our semantics of modes is similar to the one in [10, 3]. One original extension
of rely-guarantee-style reasoning about information-flow security in this article
is that we cover dynamic thread creation and synchronization with locks, which
are two language features not supported by this prior work.



2.5 A Concrete Programming Language with Modes

We define an example programming language with annotations for acquiring
and releasing modes. The set of annotations is Ann = {acq(md,T),rel(md,T) |
md € Md AT C Var}. An annotation acq(md,Z) acquires the mode md for all
variables in 7, and an annotation rel(md,T) releases the mode md for all vari-
ables in T. To capture this formally, we define the function updMds : MdSt x
Ann — MdSt by updMds(mdst,acq(md,T)) = mdst[md — mdst(md) U7Z] and
updMds(mdst, rel(md,Z)) = mdstfmd — mdst(md) \ Z], and lift it to lists
of annotations by updMds(mdst,[]) = mdst and updMds(mdst,[a]++d) =
updMds(updMds(mdst, a), @).

We define the special mode state mdst) by mdst | (A-NR) = mdst | (A-NW) =
() and mdst, (G-NR) = mdst | (G-NW) = Var. It is minimal in the sense that it
imposes no constraints on assumptions and guarantees of its environment.

We assume as given a set Ezp of expressions, a function eval : Exp x Mem —
Val that returns the value to which an expression evaluates in a given memory,
and a function vars : Exp — 2V°" that returns the set of all variables that appear
syntactically in an expression.

The set Com,, of syntactically correct programs is defined by the grammar:

©:=¢|Q7d

¢, :=skip | z:=e | if e then ¢, else ¢, fi | while e do ¢, od | ¢,; ¢,
| spawn(c,) | lock(1)®; ¢p; unlock(l) © | ¢,®
where @ € Ann*, z € Var, ¢ € Ezp, and | € Lck. The syntax ensures a
well-nested use of locks. The set Com of commands is defined by the grammar:

¢ :=stop | lock(l) ©® | unlock(l) ® | ¢;c | ¢

We define that trm((c, lkst, mdst)) holds iff ¢ = stop. That is, the symbol stop
indicates that the computation of a thread has terminated.

The local transition system for our programming language is defined by the
calculus in Figure 2. For the rules SK, As, sQl, sQ2, IFT, IFF, WHT, and WHF,
spP, the lock state as well as the mode state is irrelevant for the premises and
both remain unchanged. The rules LK and ULK realize acquiring and releasing
a lock, respectively. The rule AN1 updates the mode state according to an an-
notation if the annotated command is reduced to stop. The rule AN2 preserves
the annotation if the command is not reduced to stop.

Given a program c,, we say that ¢, is secure for lev iff (¢,, 0, mdst | ) is secure
for lev, that ¢, ensures a locally sound use of modes iff ([(cp, 0, mdst )], mem)
ensures a locally sound use of modes for all mem € Mem, that ¢, ensures a
globally sound use of modes iff {[(c,, 0, mdst) )], mem) ensures a globally sound
use of modes for all mem € Mem, and that ¢, ensures a sound use of modes ift
([(¢p, 0, mdst | )], mem) ensures a sound use of modes for all mem € Mem.



SK
(skip, lkst, mdst, mem) — (stop, lkst, mdst, mem)

eval(e, mem) = v mem’ = mem|z — v]

AS
(z:=e, lkst, mdst, mem) = (stop, lkst, mdst, mem’)
sol (c1, lkst, mdst, mem) — (ci, lkst', mdst’', mem’) ¢} # stop

(c1; c2, lkst, mdst, mem) — (ci; ca, lkst’, mdst’, mem”)

(c1, lkst, mdst, mem) = (stop, lkst’, mdst’, mem)

sQ2
(c1; ca, lkst, mdst, mem) = (ca, lkst’, mdst’, mem)

SP
(spawn(c), lkst, mdst, mem) Lo 0mdst ) (stop, lkst, mdst, mem)

eval(e, mem) = true

IFT

€

(if e then c else ¢’ fi, lkst, mdst, mem) — (c, lkst, mdst, mem)

eval(e, mem) = false

IFF
(if e then c else ¢’ fi, lkst, mdst, mem) < (¢, lkst, mdst, mem)

eval(e, mem) = true

WHT

€

(while e do ¢ od, lkst, mdst, mem) — (c; while e do ¢ od, lkst, mdst, mem)

eval(e, mem) = false

WHF
(while e do ¢ od, lkst, mdst, mem) — (stop, lkst, mdst, mem)

lkst U {1} = lkst’
(lock(1), lkst, mdst, mem) LN (stop, lkst’, mdst, mem)
lkst = lkst’ U {1}

(unlock(1), lkst, mdst, mem) N (stop, lkst’, mdst, mem)

LK

ULK

(¢, lkst, mdst, mem) = (stop, lkst', mdst’, mem’) mdst” = updMds(mdst', @)

AN1
(cQd, lkst, mdst, mem) =5 (stop, lkst’, mdst” , mem”)

(¢, lkst, mdst, mem) = (c', lkst’, mdst’, mem) ¢’ # stop

AN2
(cQT, lkst, mdst, mem) = (¢'Qd, lkst’, mdst’, mem”)

Fig. 2. Semantics of the programming language

3 A DPN-based Analysis for Sound Assumptions

We propose a two-step approach for ensuring a globally sound use of modes for
a given program c,. First, we construct a DPN that simulates ¢, in the sense of
Section 2.3. Second, we build an automaton that accepts all DPN configurations
that contain a pair of inconsistent mode states. By the connection between DPN
and program executions, ¢, uses modes globally sound, if no such configuration



is reachable in the DPN from a particular initial configuration. The techniques
from [9] then enable us to determine whether this is the case.

We construct a DPN M ., for the control configuration cenf =(cp, 0, mdst | )
as follows: Starting with cenf, we collect all reachable control configurations,
actions, and transitions using the rules from Figure 2, ignoring the memory con-
figurations. The resulting sets Pecps, Acens and Acqpp of control states, actions,
and transitions satisfy all requirements from Section 2.3. Due to the syntax of
programs locks are used well-nested in the DPN M.,y and mode states are
preserved in its configurations.

For the second step, we first introduce a function that checks the mutual
consistency of two mode states and returns a summary mode state.

Definition 3. Let MdSttT = MdStU{T}. The function & : MdSt+ x MdStT —
MdSt+ is defined by mdst ® mdst’ = mdst” where

— mdst" (md) = mdst(md) U mdst'(md) for md € {A-NR, A-NW} and
mdst” (md) = mdst(md) N mdst' (md) for md € {G-NR, G-NW}
if mdst # T, mdst’ # T, mdst is consistent with mdst’, and
mdst’ is consistent with mdst.
— mdst" = T otherwise.

If the two parameter mode states are mutually consistent, the function @ returns
a regular mode state that imposes the same constraints on concurrent threads
as the combination of the original mode states. That is, it makes all assumptions
that at least one of the mode states makes and provides only those guarantees
that both mode states provide. If one of the parameter mode states makes an
assumption that the other mode state does not match with a corresponding
guarantee, the function returns the special symbol T.

We are now ready to define the automaton that characterizes DPN configu-
rations containing inconsistent mode states using the function &.

Definition 4. For a DPN M ey = (Peenfs Ieenf, Acenfs Aceng) as described
above, we define Aceny = (MdStT, Peeng U Leens, 6, mdst 1, {T}) as the conflict
automaton, where § = {(q, (¢, lkst, mdst), qbmdst) | ¢ € MdStr, (¢, lkst, mdst) €
Peeng} U{(q,#,q) | ¢ € MdStt}. We denote the language accepted by the au-
tomaton by L(Acens)-

The states of the automaton record the summary mode state of the partial
configuration already read. Thus the initial state is the minimal mode state and
transitions accepting a control state add the mode state of the process to the
summary using the @ operation. Since we are interested in the configurations
with inconsistent mode states, T is the only accepting state.

DPN-reachability and globally sound use of modes are connected as follows:

Theorem 1. Let cenf = (¢p, 0, mdst ). If L(Acens) is not reachable from cenf #
in DPN M cns, then c, ensures a globally sound use of modes.



d = anno(z, 0, Tr, Tw) @ = anno(vars(e) UT, {2}, Tr, Tw)

ISK IAS
Z F 0,0{skip}Z,, T, : skipQ@d Z b vars(e), {z}{z:=e}Tp, Ty : 1:=eQd

d = anno(Z,0,Tr, Tw) d = anno(Z,0,T,, Tw)

OZr, 0{lock(1)}Z,, T, : lock(1)Q @ I, P{unlock(l)}Z,, T, : unlock(/)Qd

T Uwvars(e) 0, 0{skip; ¢;}Zr, Tw : ¢ for all i € {1,2}

T + vars(e), 0{if e then c; else ¢z i}T,, T, : if e then ] else c; fi

IIF

7 U vars(e) - 0, 0{skip; c}vars(e),0 : ¢ @ = anno(T U vars(e), ), Tr, Tw)

IWH — - — - 7
T F vars(e), D{while e do ¢ od}Z,, T, : while ¢ do ¢’ 0dQ@ @
T, T {a )T, T 2 =71 |a
150 T T Ty co}Tr, T ¢ Ch AN TE T, Tp{c}Tr,Tw: ¢
Th T, T {c1; 2} Tr, Tw & C1; Ch Zh T, T {cQd VT, T : QT

0+ 0,0{skip;c}0,0: ¢’ b = anno(z,0,Zr, Tw)

Z + 0,0{spawn(c)}Z,, T, : spawn(c)Qd

with anno(T1, T2, T3, T4) =[acq(G-NR, Z1), acq(G-NW, T2), rel (G-NR, Z3), rel(G-NW, Z4)]

Fig. 3. Inference of guarantee annotations

4 An Inference for Sound Guarantees

We propose an inference to automatically annotate a command with guarantees.
Recall that the initial mode state provides all guarantees, and that mode states
are updated based on annotations after the annotated command terminates.
With this in mind, the intuition of our inference is that a command requests the
release of guarantees that it cannot provide from the preceding command and
vouches to re-acquire said guarantees. Hence, the inference propagates sets of
variables which may be read or written by a command backwards.

A judgment T F 7., 7, {c}Tr, Ty : ¢ With T, T, T, Ty, T, C Var and ¢, ¢’ €
Com of the inference is derivable with the rules in Figure 3. The set T comprises
variables for which a conditional requests that a no-read guarantee shall be re-
acquired in the body of the conditional. The sets Z,. and T,, comprise variables
for which ¢ does not provide a no-read and no-write guarantee, respectively. The
sets T, and T,, comprise variables for which a release of the respective guarantees
is requested. The resulting command ¢’ is annotated with guarantees.

All rules, except IIF and IAN, annotate a command to re-acquire guarantees
that this command cannot provide before releasing requested guarantees. The
rule 1IF requests that its branches re-acquire and release all guarantees. The
rule IAN removes existing guarantee annotations to avoid conflicts with inferred
guarantees using a projection to assumption annotations The projection [a is
defined by [] [a= [], ([a]++ @) [a= [a]++(T [a) if a € {acq(md, T), rel(md, T) |
md € {A-NR,A-NW} AZ C Var} and ([a]++d) [a= @ |a otherwise.



Theorem 2. If ) - 0, 0{skip; c, }0,0 : ¢, is derivable, then c, ensures a locally
sound use of modes.

Note that some rules add skip commands. These additional commands do
not influence which final memories are reachable. We do this as a lightweight
measure to support pre-annotations without further complicating our formalism.

5 A Type System for Information-flow Security

We extend the security type system from [10,18]. To this end, we define a to-
tal, reflexive order C on Lev such that low C high. To support flow-sensitive
tracking of security levels for shared variables, we use partial level assignments,
i.e. partial functions from Var — Lev. For a given level assignment lev and a
given partial level assignment A, a lookup A, () is defined by A, (z) = A(x)
if z € pre(A) and Ay, () = lev(x) otherwise. Moreover, the partial type envi-
ronment A’ = A @y, a is defined by A'(z) = Ajep(z) for all z € pre(A’) and

pre(A)U{z | z € T Alev(z) =low} if a = acq(A-NR, T)
pre(A)U{z | x € T Alev(z) = high} if a = acq(A-NW, T)

pre(A’) = < pre(A)\ {z | z € T Alev(z) = low} if a = rel(A-NR, T)
pre(A)\ {z | z € T Alev(z) = high} if a = rel(A-NW,T)
pre(A) otherwise .

For low-variables, acquiring a no-read assumption enables floating of security
levels. This allows tracking when a low-variable possibly stores sensitive infor-
mation. For high-variables, acquiring a no-write assumption enables floating
of security levels. This allows tracking when a high-variable definitely stores
public information. Releasing the respective assumptions disables floating of se-
curity levels again. We lift the definition of @, to lists of annotations as follows
A Diev [] =Aand A Diev ([a]++7) = (A Diev (l) Diev 7

The type system in Figure 4 allows to derive judgements of the form F,
A{c} A’ : . I such a judgment is derivable and lev and A together approximate
where secrets are stored initially, then lev and A’ approximate where secrets
are stored after running c¢, provided concurrent threads behave according to
the assumptions. The command ¢’ is a low-slice of ¢, i.e. an abstraction of
¢ in which sub-commands that do not contribute to the behaviour observable
via low-variables are replaced by skip. The rule TTH with judgment ., ¢ : ¢’
ensures that lev alone approximates where secrets are stored. If no such judgment
is derivable for a command ¢, then a secret might influence a low-variable in c.

The rule TAN enables and disables flow-sensitivity for particular variables by
updating the pre-image of the partial level assignment, and ensures that a secret
written into a variable z with lev(z) = low must be overwritten before disabling
flow-sensitivity for . The rules TFL and TFH track the floating security level of a
variable z by updating the level of z in the partial level assignment. The rule TIH
permits branching on secrets. To avoid implicit information leaks due to such
branchings, TIH requires that the low-slices of both branches are syntactically
identical. The rules TAH, TFH, and TIH perform the low-slicing.



lev(z) = high =z ¢ pre(A)

TEX TAH
Frev,a € 1 Uy yars(ey Atev () Fiev A{z:=€}A : skip
Fiev,a € :low  lev(z) =low =z ¢ pre(A)
TSK TAL
Fieo A{skip}A : skip Fieo A{z:=e}A: z:=¢
Fiev,a € :low  z € pre(A)
TLO TFL
Fieo A{lock(l)}A : lock(l) Fieo A{z:=e}A[z — low] : z:=e
z € pre(A)
TUL

TFH
Fieo A{unlock({)}A : unlock(l) Fieo A{z:=e}A[z — high] : skip

ACA AN CA Feae:low b A'{c}A”: ¢
Fiev A{while e do ¢ od}A’ : while e do ¢’ od

TWL

Frev,a € :low iy A{cr}A” i cp biew A{c} A" 1ey A= A"0L A"

TIL
Freo A{if e then c; else ¢ fi}A’ : if e then c] else c; fi
- Frew A{c1}A” t el Frew A{e2}A" iy g =ch A =A"UA"
Fiev A{if e then c; else co fi} A’ : skip; c]
Frew A{cYA” 2 ¢ Frew A{cIA 2 ¢! A" = (A @By D)
l_lm) AU{CI}AI : CHI Vx-A/lmz<x> E A”lev <CU> 7/ = [A—NR,AfNW
TSQ ! i 1 " TAN 1 ! /
Fieo A{c; " 3A 5 ¢ Fiew A{c@?}/l - Jad
- Fiew Af{c}A: A) =
TSP Fieo €2 C e {c}A: " pre(A) =10
Fieo A{spawn(c)}A : spawn(c’) Flew c: €

with A C A" iff pre(A) = pre(A’) and A(z) C A'(z) for all z € pre(A)

Fig. 4. Security type system

Theorem 3. If ¢, ensures a sound use of modes and tie, cp @ ¢’ is derivable,

then c, is secure for lev.

Theorems 1, 2, and 3 establish the soundness result for our combined analysis:

Corollary 1. If @ = 0, 0{skip; ¢, }0,0 : cp, and tiey ¢ = ¢’ are derivable and
L(Accng) is not reachable from cenf# in DPN M cens for cenf = (¢p, 0, mdst ),

then c, is secure for lev.

6 Applying the Analysis

We illustrate how our type system gains precision from assumptions, while the
DPN-based analysis ensures soundness of the combined analysis with the ex-
ample program ¢; = spawn(02:=01l;01:=02); 01:=s1;s1:=s2;s2:=01; 01:=0
and level assignment lev with lev(ol) = lev(02) = low and lev(s1) = lev(s2) =
high. The program c¢; may leak the value of sI to an observer of o1 due to

concurrent execution of both threads.



Our security type system indeed rejects cp, because no typing rule is appli-
cable for o1:=s1: The rule TAH cannot be applied due to lev(o1) # high, the
rule TAL cannot be applied due to lev(s!) # low, and the rules TFL as well as
TFH cannot be applied due to ol ¢ pre(A) (as the pre-image of the partial level
assignment is initially empty and there are no annotations in the program). Us-
ing the assumption A-NR to enable flow-sensitivity for variable o1, o1:=s! can
be typed using TFH. To this end the program c¢; can be annotated as follows:

spawn(02:=01; 01:=02)@Q[acq(A-NR, {o1})];
0l:=s1;s1:=s2;s2:=01; 01:=0Q[rel(A-NR, {01})]

However the program still contains the leak and the analysis detects this. The
guarantee inference transforms the command 02:=01;01:=02 of the spawned
thread with the rules ISP, 1SQ, ISK, and IAS into the following command:

skip@[acq(G-NR, 0)), acq(G-NW, @), rel(G-NR, {01}), rel(G-NW, {02})];
02:=01@[acq(G-NR, {01}),acq(G-NW, {02}), rel(G-NR, {02} ), rel(G-NW, {o1})];
01:=02@[acq(G-NR, {02}), acq(G-NW, {01}), rel(G-NR, 0), rel (G-NW, 0)] .

The annotation rel(G-NR, {01}) in the first line makes explicit that the thread
cannot provide the guarantee to not read o1 during its next step, i.e. during the
step of 02:=01 in the second line. By spawning the new thread and executing
its annotated first skip step, we reach a configuration with two threads. We
have 01 ¢ mdsta(G-NR) for the mode state of the spawned thread due to the
annotation rel(G-NR,{o01}). Furthermore, we have ol € mdst1(A-NR) for the
mode state of the original thread due to the annotation acq(A-NR, {01}). Hence
we have a reachable configuration that does not justify its assumptions. The
corresponding DPN configuration preserves the mode states and is thus accepted
by our conflict automaton that accepts DPN configurations with inconsistent
mode states. Since the DPN over-approximates reachablitiy of the semantics, the
reachability analysis from [9] detects that this DPN configuration is reachable,
i.e. it detects a possible violation of globally sound use of modes and, hence, the
program is rejected.

Adding synchronization via locks to ensure mutual exclusion of the regions
accessing variable o finally makes the program secure and no configuration with
inconsistent mode states is reachable in the semantics anymore. Since the DPN
models locking precisely, the DPN analysis also no longer detects reachability of
any violation of globally sound use of modes. The following version of ¢; with
additional synchronization has no leak and is accepted by our analysis:

co=spawn(lock(l); 02:=01; 01:=02;unlock(l)); lock(l)@[acq(A-NR, {01 })];
01:=s1;s1:=52;s2:=01; 01:=0; unlock(l)@Q[rel(A-NR, {01 })]

Theorem 4. Let lev be a domain assignment with lev(ol) = lev(02) = low and
lev(sl) = lev(s2) = high. Then there are ch, c§ such that O - 0, §{skip; c2}0, 0 :
¢y and ey ¢ 2 ¢y are derivable, and L(Accns) is not reachable from cenf# in
DPN M ccns for cenf = (ch, 0, mdst ). Hence, cb is secure for lev.



7 Related Work

Andrews and Reitman [1] were the first to propose a static information-flow
analysis based on flow rules, yet without a soundness proof wrt. a semantic
security property. In [17], Smith and Volpano proposed the first security type
system with a soundness proof against termination-sensitive noninterference.

The focus for most security type systems with support for synchronization,
e.g. [14,19, 20], has been preventing information leaks via synchronization. To the
best of our knowledge, only the analyses in [11, 10, 18] can exploit synchroniza-
tion for their precision. In [11], barrier synchonization allows combining different
proof techniques in an analysis. In [10], Mantel, Sands, and Sudbrock introduced
the rely-guarantee-style reasoning and the first flow-sensitive security type sys-
tem for concurrent programs. The relationship of this article to [10] has already
been clarified in the introduction.

Beyond security type systems, model-checking, e.g. in [8, 13], as well as pro-
gram dependence graphs, e.g. in [6], have been used to verify information-flow
security for concurrent programs. These techniques promise very precise results,
but are not necessarily compositional. A compositional analysis reduces the con-
ceptual complexity of the verification, opens up the possibility to re-use analysis
results of components, and, thus, can contribute to the scalability of an anal-
ysis. Our type system and our guarantee inference are compositional, meaning
they can be applied to individual threads. Only our DPN-based analysis, which
verifies the assumptions exploited by the type system for the actual program
composed of multiple threads, is a whole-program analysis.

8 Conclusion

We automated a modular information-flow analysis for multi-threaded programs
with a novel combination of a security type system and a reachability analysis
based on DPNs. The combined analysis is sound wrt. termination-sensitive non-
interference. The security type system supports flow-sensitive tracking of secu-
rity levels for shared variables in the analysis of a given thread by exploiting
assumptions about accesses to said variables by other threads. Using a concep-
tual example, we illustrated how the modules of our analysis interact and how
synchronization with locks can contribute to the precision of our analysis.

Lifting the analysis to a realistic language with recursive procedure calls and
dynamically allocated data structures is an open task for future work. Finally,
we would like to implement our analysis and evaluate it in practice.
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9 Proofs for the Theorems in the Paper

9.1 Soundness of the DPN-based Analysis

In this subsection, we provide a proof for our soundness theorem for the DPN analysis
(Theorem 1). The following table lists the dependencies between lemmas and theorems
in this subsection.

lLemma / Theorem[Depends on lemmas/ theorems‘

Lemma 1 none
Lemma 2 Lemma 1
Theorem 1 Lemmas 1, 2

In a first step, we proof that the semantics of a DPN M .,s for a control configura-
tion cenf € CCnf simulates the semantics of the any global configuration ([ccnf], mem).
For this purpose, we define a simulation relation that relates global configurations to
potential DPN configurations.

Definition 5. The function toDPN : GCnf — (CCnf{#})" is defined by
toDPN ({[cenf, ..., cenf, ], mem)) = cenf# ... cenf ,, #.

Lemma 1. For cenf € COnf, let Meeng = (Peeng, Leenfy Aceng, Aceny) be a DPN as
described above. If toDPN (genf) = s, s € DCnf, and genf — genf’, then exists s with
toDPN (genf') = s', s' € DOnf and s — s'.

Proof. Let genf = ([cenfy, ..., cenf ], mem). From toDPN (genf) = s and s € DCnf
we have cenf; € Peeyny for all 1 <7 < mn.
We consider the following two cases for genf — genf':

1. If genf’ = {([eenfy, ..., cenfl, ..., cenf, ], mem’) for some 1 < i < n and there
exists a ¢ { Mcens| conf € CCnf} with (cenf,, mem) = (cenfl, mem’). Then also
cenf’, € Peenfy, @ € Acens and (cenf ,#, o, confift) € Acens-

From this we get cenf# ... cenfi# ... cenf, # € DCOnf

and cenf# ... conf,# ... cenf ,# — cenf(# ... cenfi# ... cenf 7, since for a = 1
we have [ ¢ locks([cenf, ..., cenf,]) and thus also

I & locks(cenf# ... cenf , #).

Furthermore toDPN (genf') = cenf# ... cenfi# . .. cenf,,# and thus the hypoth-
esis.

2. If genf’ = {[cenfq, ..., cenf ., cenf’, ..., cenf, ], mem') for some 1 < ¢ < n and there
exists a = ceny, With (cenf;, mem) = (cenfi, mem’). Then also cenf, cenf, €
Peengy /cenf, #€ Aceng and (cenf i #, Meeny cenfi#) € Aceny
From this we get cenf,# ... cenf ;Ftcenfi#t ... cenf ,# € DCnf and
cenf (# ... cenf # ... cenf , # — cenf . .. cenf ;Fcenfi# . . . cenf, #. Furthermore
toDPN (genf') = cenf | # ... conf #tcenf# . .. cenf, # and thus the hypothesis.

O

Corollary 2. For all genf € gReach({ccnf, mem)) there exists s € DCnf, with toDPN (genf) =
s and cenf# —" s.

Proof. This follows by simple induction from Lemma 1 and the fact that cenf € Py,
cenf# € DOnf .,p and toDPN ({[cenf], mem)) = cenf#f.



In the second step, we show that for all reachable configurations that violates sound
use of modes there is a DPN configuration that is accepted by the automaton Accy.

—
Lemma 2. Let command ¢ € Com, genf € GCnf, and mdst € MdSt™ be arbitrary.
If genf € gReach({(c,®, mdst1), mem)), mdst is the list of mode states in genf, and
the list of mode states mdst violates at least one of the conditions

— Vz,4,j.0 # j Az € mdst[i](A-NR) = z € mdst[j](G-NR), or
— Vz,4,j.0 # j Az € mdst[i](A-NW) = z € mdst[j](G-NW),

then toDPN (genf) € L(Am,).

—
Proof. Let command ¢ € Com, genf € GCnf, and mdst € MdSt™ be arbitrary such
that genf € gReach({(c,D, mdst), mem)), mdst is the list of mode states in genf, and
—

mdst violates at least one of the following conditions

Cl: Vz,i,j.t # j Az € mdst[i](A-NR) = z € mdst[j](G-NR), or
C2: Vz,i,j5.1 # j Az € mdst[i](A-NW) = z € mdst[j](G-NW).

—

From the fact that mdst violates one of the two conditions C1 and C2, we know
that there is a smallest index n such that there is an index m with m < n and the pair
of indices contributes to the violation, i.e. at least one of the following four conditions
holds:

C3: z € w[m](A—NR) Nz ¢ Wst[n](G—NR) for some z € Var, or
Cd: z ¢ M[m](G—NR) ANz € nﬂln](A—NR) for some z € Var, or
C5: z € mdst[m](A-NW) A z ¢ mdst[n](G-NW) for some z € Var, or
C6: z ¢ m[m](G—NW) Az € m[n](A—NW) for some z € Var.

From the fact that n is the smallest index such that there is a mode state at a
smaller index that violates one of the four conditions, we get from the definition of @
(Definition 3) that there is a mode state mdst’ € MdSt with mdst’ = @?golw[i},
mdst[m](A-NR) C mdst'(A-NR), mdst'(G-NR) C mdst[m](G-NR), mdst[m](A-NR) C

—
mdst' (A-NW), and mdst’(G-NW) C mdst[m](G-NW). Hence, one of the following con-

ditions holds:

C7: z € mdst'(A-NR) Az ¢ mm](G—NR) for some = € Var, or
C8: = ¢ mdst'(G-NR) Az € Ec[?t[n](A—NR) for some = € Var, or
C9: z € mdst'(A-NW) Az ¢ mdst n](G-NW) for some z € Var, or
C10: z ¢ mdst’(G-NW) A z € mdst[n](A-NW) for some z € Var.

—

Thus, we get from definition of @ that mdst’ @ mdst[n] = T and, in consequence,
len('fﬁ%)fl—> 8 — .

D—o mdst[i] = T where len(mdst) denotes the length of the list of mode states.

By Corollary 2 we obtain s € DCnf with toDPN (genf) = s. From the fact that

— —
mdst is the list of mode states in genf, we get by the definition of toDPN that mdst is

also the list of mode states of s. Since s € DCnf, all symbols in s are from the correct

en ﬁ 1 — .
alphabet for A g, mast ) and from the fact that @f;:o( dst) 1mdst[z] = T and mdst is

the list of mode states in s, we get by the definition of the automaton A g mdst, )
(Definition 4) that the word s results in the state T in the automaton A g mast -
Since T is an accepting state, we have s € L(A(c,0,mdst | ))- m]



Finally, we can proof the soundness of the DPN analysis (Theorem 1).

Proof. We prove Theorem 1 by contradiction. Let ¢ € Com be arbitrary such that
(c,0, mdsty)# ¢ pre” (L(A(c,0,mast ))) and ¢ does not use modes globally sound.

From the fact that ¢ does not use modes globally sound, we get by the definition
of globally sound use of modes and the definition of gReach that there is a global
configuration genf € GCnf such that genf € gReach({(c,0, mdst ), mem)) and the list
of mode states mdst in the global configuration violates at least one of the following
conditions:

Cl: Vz,i,j.i # j Az € mdst[i](A-NR) = z € mdst[j](G-NR), or
C2: Vz,i,j5.1 # j Az € mdst[i](A-NW) = z € mdst[j](G-NW).

From Lemma 2 and Corollary 2 we obtain s € DCnf with toDPN (genf) = s,
5 € L(A(c,0,mast,)) and (c,B, mdst,)# —* s. This contradicts our initial assumption
that (¢,0, mdst L)# ¢ pre™ (L(A(c,0,mdst . )))- m]

9.2 Soundness of the Guarantee Inference

lLemma/Theorem‘Depends on lemmas/theorems

Lemma 3 none

Lemma 4 none

Lemma 5 Lemma 4

Theorem 2 Lemma 3, Lemma 5

In the first step, we show that a command does not read and write the variables
for which a mode state provides the noread and nowrite guarantees, if the mode state
does not provide the guarantees for the inferred sets of variables.

Lemma 3. IfT+7,,7,{c' }Zr,Tw : ¢, T,Nmdst(G-NR) = 0, and T,,Nmdst(G-NW) =
(0 then ¢ provides its guarantees.

Proof. We prove this lemma by structural induction on Z + Z,., T, {c}Zr, Tw : ¢’. We
distinguish cases based on the last rule to derive this judgment.

Case (1SK): In this case, we have ¢ = skip@?. From ¢ = skip@?7 we get by the rules
AN1, sK that ¢ does not read z holds for all z € Var and ¢ does not write x holds
for all z € Var. Thus, ¢ provides its guarantees.

Case (1A8): In this case, we have ¢ = 2':=e@7d. From the rule 1AS we get that
Z. = vars(e) and T, = {z'}. From ¢ = z':=e@d, T, N mdst(G-NR) = 0,
Ty, N mdst(G-NW) = 0, T, = vars(e), and 7,, = {z’}, we get by the rules AN1
and AS that ¢’ does not read z holds for all z € mdst(G-NR) and ¢’ does not write
z holds for all z € mdst(G-NW). Thus, ¢ provides its guarantees.

Case (1LO): In this case, we have ¢ = lock(l)@7@. From ¢ = lock(l)@d, we get by
the rules AN1, and LK, that ¢ does not read z for all x € Var and ¢ does not write
z for all z € Var. Thus, ¢ provides its guarantees.

Case (1UL): In this case, we have ¢ = unlock(/)@@. From ¢ = unlock(1)@a, we get
by the rules AN1, and ULK, that ¢ does not read z for all z € Var and ¢ does not
write z for all z € Var. Thus, ¢ provides its guarantees.



Case (1sP): In this case, we have ¢ = spawn(c;)@Q@ for some ¢, € Com and some
@ € Ann*. From ¢ = spawn(cs)@ﬁ, we get by the rules AN1, and sp, that ¢ does
not read z for all z € Var and ¢ does not write z for all z € Var. Thus, ¢ provides
its guarantees.

Case (13Q): In this case, we have ¢ = c¢i;c2. From the rule 1sQ, we get that 7 +

T, Top{Co1 YT, Ty & C1-

From T & 7., Zh,{co1 } T, Ty : c1 and T,.Nmdst(G-NR) = @ and 7, "mdst(G-NW) =
(0, we get by the induction hypothesis that c; provides its guarantess.

From ¢ = c1; c2 we get by the rules sQl and sQ2 and the fact that ¢; provides its
guarantees that ¢ provides its guarantees.

Case (11F): In this case, we have ¢ = if e then ¢ else c; fi. From the rule 1IF we get
that vars(e) = T,.

From ¢ = if e then c] else c; fi, vars(e) = 7., and T, N mdst(G-NR) = 0, we get
by the rules IFT, and IFF, that ¢ does not read = holds for all z € mdst(G-NR) and
¢ does not write x holds for all x € mdst(G-NW). Thus, ¢ provides its guarantees.

Case (IwH): In this case, we have ¢ = while e do ¢; 0d@7. From the rule 1wH,
we get that vars(e) = Z... From ¢ = while ¢ do ¢; 0d@Qd, vars(e) = 7., and
T, N mdst(G-NR) = @), we get by the rules AN2, WHT, AN1, and WHF, that ¢ does
not read z holds for all z € mdst(G-NR) and ¢ does not write = holds for all
x € mdst(G-NW). Thus, ¢ provides its guarantees.

Case (1aAN): In this case, we have ¢ = 01@7 with @ = @ [a. From the rule 1AN, we
get that T+ T, T\y{Co,1}Zr,Tw : c1 is derivable.

From T - 7., T4y { Co,1 }Tr, Tw : €1 and T, Nmdst(G-NR) = () and T, Nmdst(G-NW) =
(0, we get by the induction hypothesis that ¢; provides its guarantees.

From ¢ = ¢;@7d we get by the rules AN1 and AN2 and the fact that ¢; provides
its guarantees. that ¢ provides its guarantees.

Next we show that a command that results from an execution step of a command
obtained with our guarantee inference again can be obtained with our guarantee infer-
ence and if the mode state and variable sets in the inference fit to each other before
the step, they also fit to each other after the step.

Lemma 4. IfT T, Ty {co}Tr,Tw : ¢ is derivable, mdst(G-NR)Nz, = 0 and mdst(G-NW)N
T, = 0 hold, and {c, lkst, mdst, mem) —~ {c', lkst', mdst’', mem) is derivable, then either
the following three conditions are satisfied:

1. ¢ = stop and
2. mdst'(G-NR)NZ, =0 and
3. mdst'(G-NW)NT, =0
or the following three conditions are satisfied:
1. T T T{ch}Tr, Tw : ¢’ and
2. mdst'(G-NR) Nz =0 and
3. mdst'(G-NW) Nz, = 0.
Moreover, if & =, (cr p,mast , y, then @ = 0,0{c;}0,0 : ¢".

Proof. We prove this lemma by structural induction on Z + T, Zy,{co }Tr, Tw : c. We
distinguish cases for the last rule used in the derivation of this judgment.



Case (1SK): In this case, we have ¢ = skip@@ with
@ = [acq(G-NR, T), acq(G-NW, (), rel(G-NR, Z,.), rel(G-NW, Z,,)]. From ¢ = skip@d

d

= [acq(G-NR, T), acq(G-NW, 0), rel(G-NR, Z,.), rel(G-NW, T, )], we get by the rules
AN1, sk, and the definition of updMds that ¢’ = stop, a = ¢, mdst'(G-NR) =
(mdst(G-NR)UT)\Z,, and mdst’ (G-NW) = mdst(G-NW)\Z,,. Hence, mdst'(G-NR)N
T, = 0 and mdst’(G-NW) Nz, = 0.
Since ¢ = stop and «a = € we can conclude this case.

Case (1as): In this case, we have ¢ = z:=e@Qd with
@ = [acq(G-NR, vars(e) U T), acq(G-NW, {z}), rel(G-NR, Z,.), rel (G-NW, Z,, )].
From ¢ = z:=e@°d and
@ = [acq(G-NR, vars(e) UT), acq(G-NW, {z}), rel(G-NR, Z.), rel(G-NW, T, )] we get
by the rules AN1, AS, and the definition of updMds that ¢’ = stop, a = e,
mdst'(G-NR) = (mdst(G-NR)Uvars(e)UT)\T,, and mdst’ (G-NW) = (mdst(G-NW)U
{z}) \ Tw. Hence, mdst'(G-NR) Nz, = 0, and mdst'(G-NW) N T, = 0.
Since ¢’ = stop and a = € we can conclude this case.

Case (1L0): In this case, we have ¢ = lock(/)@d with
@ = [acq(G-NR, 7), acq(G-NW, 0), rel(G-NR, Z,.), rel (G-NW, 7., )].
From ¢ = lock(l)@7d and
@ = [acq(G-NR, T), acq(G-NW, (), rel(G-NR, Z,.), rel(G-NW, Z,, )], we get by the rules
AN1, LK, and the definition of updMds that ¢’ = stop, o = [, mdst’(G-NR) =
(mdst(G-NR)UZ)\Z,, and mdst’ (G-NW) = mdst(G-NW)\Z,,. Hence, mdst’(G-NR)N
T, = 0, and mdst'(G-NW) N7z, = 0.
Since ¢’ = stop and a = [ we can conclude this case.

Case (1UL): In this case, we have ¢ = unlock (/)@@ with
@ = [acq(G-NR, T), acq(G-NW, 0), rel(G-NR, Z,.), rel(G-NW, T, )].
From ¢ = unlock(1)@d and
T = [acq(G-NR, ), acq(G-NW, 0), rel(G-NR, ..), rel (G-NW, T, )], we get by the rules
AN1, ULK, and the definition of updMds that ¢’ = stop, a = =, mdst’(G-NR) =
(mdst(G-NR)UZ)\Z,, and mdst’ (G-NW) = mdst(G-NW)\7Z,,. Hence, mdst’(G-NR)N
T, = 0, and mdst'(G-NW) N7z, = 0.
Since ¢’ = stop and a = =l we can conclude this case.

Case (1P): In this case, we have ¢ = spawn(c,)@d with
@ = [acq(G-NR, ), acq(G-NW, 0), rel (G-NR, Z,.), rel (G-NW, 7, )] and
OF0,0{co,s}0,0 : cs.
From ¢ = spawn(c;)@d and
@ = [acq(G-NR, ), acq(G-NW, 0), rel (G-NR, Z,.), rel (G-NW, T, )], we get by the rules
AN1, sp, and the definition of updMds that ¢’ = stop,
@ =, (e, 0,mdst, ), Mdst'(G-NR) = (mdst(G-NR) U Z) \ Z,, and mdst’'(G-NW) =
mdst(G-NW) \ T,,. Hence, mdst’(G-NR) Nz, = 0, and mdst’(G-NW) N T, = 0.
Since ¢’ = stop and mdst'(G-NR) Nz, = () and mdst'(G-NW) Nz, = @ and
0+ 0,0{co,s}0,0 : cs we can conclude this case.

Case (13Q): In this case, we have ¢ = ¢; ca.
From ¢ = c1;¢2 and 7T + Z;., Ty {co }Tr, Tw : ¢, we get by the rule 15Q that 7
Ty, Tl cor YTy, Ty : €1 and
T+ T Tp{Co2} Tr, T ¢ Ca.
From ¢ = ¢1; c2 we get that the last rule in the derivation of
(c, lkst, mdst, mem) = (c’, lkst', mdst’, mem') must be either sQl or sQ2. We dis-
tinguish these two cases.

ol B



Case (sQl): From the assumption of this case, we get by the rule sQl that ¢’ =
ci; c2 and {ci, lkst, mdst, mem) = (ci, lkst’', mdst’, mem') and c| # stop.
From 7 + 7., T,,{ co1 }Zr, T4, : c1 and
{c1, Ikst, mdst, mem) = (ci, lkst’, mdst’, mem') and mdst(G-NR) N7z, = () and
mdst(G-NW)NZ,, = @ and c; # stop, we get by the induciton hypothesis that

1.z’ +zl T {ch}T) T : ¢ and

2. mdst’'(G-NR) Nz, = () and

3. mdst'(G-NW) Nz, = 0.
Moreover we get from the induction hypothesis, that if & =, (¢ ¢ mdst, ), then
OF0,0{c)}0,0:c".
From ¢’ = ¢}; ¢z and
' F T T {co JT) T ¢y and T F T T { o2 }Tr, Tw ¢ c2 we get by the
rule 13Q that 7”7 -z, T,/ {c, } T, Ty = .

Case (sQ2): From the assumption of this case, we get by the rule sQ2 that ¢’ = co

and {c1, lkst, mdst, mem) — (ci, lkst', mdst’, mem’) and c| = stop.
From 7 + 7., T, { o1 } 7}, Thy, : 1 and
{c1, lkst, mdst, mem) = (ci, lkst’', mdst’, mem') and mdst(G-NR) N7z, = () and
mdst(G-NW) Nz, = @ and c; = stop, we get by the induction hypothesis that
1. mdst’(G-NR)NZ; = ) and
2. mdst'(G-NW) Nz, = 0.
Moreover we get from the induction hypothesis, that if & = (.7 ¢, mast | ), then
OF0,0{c)}0,0:c".
Since, T' 7)., Ty { Co2 }Tr, Tw : c2 and mdst’(G-NR)NZ,. = () and mdst’ (G-NW)N

7. = () we can conclude this case.

Case (11F): In this case, we have ¢ = if e then ¢ else ¢; fi and T U vars(e)
0, 0{skip; co,1}Zr, Tw : c1 and T U vars(e) b 0, 0{skip; co,2}Tr, Tw : ca.
From c = if e then c; else c2 fi we get by the rules IFT and IFF that ¢’ = ¢; or
¢’ = ¢z and, furthermore, mdst’ = mdst and a = € or a = €
Since T U vars(e) b 0, 0{skip; co,1 }Tr,Tw : €1
and T U vars(e) F 0,0{skip; co,2}Zr,Tw : c2 and mdst’(G-NR) N = 0, and
mdst' (G-NW) N = 0, we can conclude this case.

Case (1wH): In this case, we have ¢ = while e do ¢; 0d@d and
@ = [acq(G-NR, T U vars(e)), acq(G-NW, 0), rel(G-NR, Z.), rel(G-NW, 7, )] and T U
vars(e) b 0, D{skip; co1 }vars(e), : ¢1 and T - vars(e), { co}Zr, Tu : while e do ¢; 0dQ 7.
From ¢ = while e do ¢; od we get by the rules WHF, WHT, AN1 and AN2 that
either ¢ = stop and o = € or ¢/ = ¢1;while e do ¢; 0d@7 and o = e. We
distinguish the two cases.

Case (¢’ = stop): From the assumption of this case we get by the rules WHF and
AN1 and the definition of updMds that
mdst’'(G-NR) = (mdst(G-NR)UzUwvars(e))\T, and mdst’ (G-NW) = mdst(G-NW)\
T.. Hence, mdst'(G-NR) Nz, = ) and mdst’(G-NW)NZT, = 0.
Since ¢’ = stop and mdst'(G-NR) Nz, = 0 and mdst’(G-NW) Nz, = 0, we
can conclude this case.

Case (c' = c¢1; while e do ¢ od@ﬁ): From the assumption of this case we get by
the rules WHT and AN2 that mdst’ = mdst.
From T U vars(e) = 0, 0{skip; co,1 }vars(e),? : c1 and
T F vars(e), 0{co}Tr, Tw : while e do ¢ od@7d we get by the rule 15qQ that
T Uwars(e) - 0,0{co}Tr,Tw : c1;while e do ¢ 0dQ7.
Since mdst(G-NR)NQ = ) and mdst(G-NW)N@ = @, we can conclude this case.



Case (1aN): In this case, we have ¢ = ¢;@d and @ = @' |a and
Tz, T {cCon JTr, Tw : C1.
From ¢ = ;@@ we get by the rule in the derivation of
(¢, lkst, mdst, mem) = {c', lkst', mdst’, mem') must be either AN1 or AN2. We dis-
tinguish these two cases.

Case (AN1): In this case, we get from the rule AN1 that
{c1, lkst, mdst, mem) — (stop, lkst’, mdst”, mem’) and ¢’ = stop and mdst’ =
updMds(mdst”, d).
From (c1, lkst, mdst, mem) = (stop, lkst’, mdst”, mem’) and
TE T, Ty{Co0,1}Tr, Tw : c1 and mdst(G-NR)NT, = () and mdst(G-NW)Nz,, =
§ and ¢’ = stop and T + 7,7, {co,1 }Tr, Tw : c1 We get by the induction
hypothesis that mdst” (G-NR) Nz, = 0 and mdst” (G-NW) Nz, = 0.
From mdst’ = updMds(mdst”, @) and @ = d’ |a we get by definition
of updMds and [a that mdst”(G-NR) = mdst’(G-NR) and mdst” (G-NW) =
mdst’ (G-NW). Hence, due to mdst” (G-NR)NZ, = @) and mdst” (G-NW)NZ,, = 0
we have mdst’'(G-NR) Nz, = ) and mdst’'(G-NW) N7z, = 0.
Moreover we get from the induction hypothesis, that if o« =, 7.7 g,mast | ), then
00, @{c 10,0 : .
Since ¢’ = stop and mdst’(G-NR)NZ, = () and mdst’(G-NW)NZ, = () we can
conclude this case.

Case (AN2): In this case, we get from the rule AN2 that
{c1, lkst, mdst, mem) = (cf, lkst’, mdst’, mem') and ¢} # stop and ¢’ = cad.
From {c1, lkst, mdst, mem) = (c, lkst’, mdst’, mem') and
TE T, Ty{C0,1}Tr, Tw : c1 and mdst(G-NR)NT, = () and mdst(G-NW)Nz,, =
0 and ¢’ # stop and T + 7., 70,{co,1 }Tr, Tw : c1 We get by the induction
hypothesis that ' F z,/, T,,{c,1}Tr, Tw : ¢| and mdst’(G-NR) N Z,! = () and
mdst' (G-NW) Nz, = 0.
Moreover we get from the induction hypothesis, that if o =, 7.7 g, mast | ), then

OF0,0{c/10,0: c".
From 7 - T, T {ch 1 }Tr, T : ¢} and @ = @' [a we get that T - T, Ty {ch 1Q }Tr, Ty :
caq.
Since = + xl,ﬂﬁ{co,l@ﬁ'}ir,fw : ¢4@d and mdst'(G-NR) N Z/ = () and
mdst’ (G-NW) N T, = (), we can conclude this case.

O

Lemma 5. Let genf = ([(c1, lkst1, mdst1),. .., (cn, lkstn, mdsty)], mem) be a global
configuration such that for all i we have either ¢; = stop or the following three condi-
tions are satisfied:

1. 7+ flr,i»ﬂu,i{co,i}fr,i,fw,i ¢, and
2. mdst;(G-NR)NzZ,., =0, and
3. mdst;(G-NW) N TZM = 0.

If genf — ([(c1, lksty, mdst}), ..., (ch, lkst),, mdsty,)], mem’), then for all i we have
either ¢, = stop or the following three conditions are satisfied:

1' er 7;"’177,,, {CO 1}5{7‘127 xw i : C:7 and
2. mdst;(G-NR)Nz; =0, and
3. mdst;(G-NW) Nz, ; = 0.



Proof. From the definition of the global transition system we know that either m =n
or m = n + 1 and there are j,j’ with j <n and j' = n — j such that

— ¢} = ¢, lkst, = lkst;, mdst; = mdst; for all i < j, and
— Ch_i = Cn—i, lkstl,_; = lkstn_;, mdst,,_;, = mdst,_; for all i < j'.

For these control configurations, we get that the conclusion of the lemma holds directly
from the assumptions of the lemma.
From the definition of the global transition system we further get that

(¢j, lkstj, mdst;, mem) = (c,, ., lkst,, ;,, mdst,, ., mem').

From Z; - @, ;, Tuy ;{Co,j } Tr.j, Tw,j : ¢; and
(¢j, lkstj, mdst;, mem) = (c;, ., kst mdst,, , mem') and mdst;(G-NR)NZ, ; =
0 and mdst;(G-NW) N7y, ; = 0 we get by Lemma 4 that either c,, ; = stop or the

following three conditions hold:

1. Ty jr }—f’r,mfj/,/T;U’mfj/{c;mfj/}fnm,j/,Iwym,j/ : Cp_jr and
2. mdst;(G-NR) N T;. ; = 0 and
3. mdst;(G-NW) Nz, ; =0.

It remains to show that ¢} and mdst} satisfy the conditions from the lemma. If
m = n, the cases for j and m — j’ coincide. Hence assume m = n+ 1. Then we get from
the definition of the global transition system that o =", 0,mdst ) and c§ = ¢s and
mdst; = mdst . In this case, we additionally get from Lemma 4 that @ - 0,0{c; ;10,0 :
¢;. Since mdst 1 (G-NR)N® = @ and mdst L (G-NW) N @ = @, we can conclude the proof.

The following is the proof sketch for Theorem 2.

Proof. Let ¢, ¢’ € Com be arbitrary such that @ - 0, 0{skip; ¢'}@,0 : c is derivable.

We must proof that ([c, @, mdst,], mem) ensures a locally sound use of modes
for all mem € Mem. According to the definition of “ensures a locally sound use
of modes” this means we must show that (c¢”,lkst”, mdst”) provides its guarantees
holds for all (c”, lkst’’, mdst”) € CCnf, W7 ;nf)' € CCnf*, and mem” € Mem with
(erJr[(c”, lkst” mdst”)]JrJr?m‘)’, mem'") € gReach({[c, D, mdst |, mem)).

Let (", lkst”, mdst") € CCnf, cenf,cenf’ € CCnf*, and mem” € Mem be arbi-
trary such that
<m++[(c”, lkst” mdst”)]—i——i—m', mem') € gReach({[c,D, mdst], mem)).

From (cenf++[(c”, lkst”, mdst'")|++cenf’, mem”) € gReach({[c,(, mdst], mem)), we
get by definition of global reachability that

— —
([, 0, mdst L], mem) —* (cenf+—+[(c", lkst”, mdst”)|++ccenf’, mem'’). Hence, we have
either SN
{cenf++[(c", lkst”, mdst’")|++cenf’, mem”) = {[c,D, mdst ], mem) or there is k such
that {[c, @, mdst ], mem) —»x (cenf++[(c”, lkst”, mdst”)]++cenf’, mem”).

Assume (cenf++[(c”, lkst”, mdst’")|++cenf’, mem”) = ([c, 0, mdst |, mem). Hence,
¢” = ¢ and mdst” = mdst . From 0, ){skip; ¢'}0,0 : ¢ we get by the definition of the
inference Figure 3 that ¢ = skip@d; cp for some @ and cp. Hence, we get from the
rules sqQl, AN1, and SK, that ¢ does not read or write any variable and, consequently,
¢’ also does not read or write any variable. Thus, ((c, 0, mdst ), mem) provides its
guarantees.

Now assume there is a k£ such that .

{[c, 0, mdst ], mem) = {cenf++][(c”, lkst”, mdst”)]++cenf’, mem”). Since @ - 0, 0{skip; ¢'}0, 0 :



¢ and mdst; (G-NR) N0 = @ and mdst, (G-NW) N @ = @ and the fact that Lemma 5
re-establishes its prerequisits for the resulting configuation after a global transition, we
can apply Lemma 5 k times inductively to obtain that T - Z,., T\, {¢"'}Z,, T, : ¢ and
mdst” (G-NR) Nz, = @ and mdst” (G-NW) Nz, = 0.

From 7 - Z,., T, {c"" }Zr,Tw : ¢’ and mdst” (G-NR) Nz, = @ and mdst” (G-NW) N
T,, = () we get by Lemma 3 that ((c”, lkst”, mdst”), mem'") provides its guarantees. O

9.3 Soundness of the Security Type System

In this subsection, we introduce a bisimulation-based security property and prove the
soundness of our security type system with respect to this bisimulation-based security
property. The following table lists the dependencies between lemmas and theorems in
this subsection.

lLemma /Theorem|Depends on lemmas/theorems

Lemma 6 none

Lemma 7 none

Lemma 8 Lemma 7

Lemma 9 none

Lemma 10 Lemma 6, Lemma 7, Lemma 8, Lemma 9
Lemma 11 Lemma 7, Lemma 8, Lemma 10

Lemma 12 none

Lemma 13 Lemma 11, Lemma 12

Lemma 14 Lemma 6

Theorem 5 Lemma 13, Lemma 14

We first introduce a type system that has subtyping for partial level assignments
integrated and has a typing rule for stop. We show that this type system is sound and
in a second step that a program that can be typed with the type system form the body
of the article can be typed with this type system.

Now we show that whenever a command that is accepted by our type system is
also accepted by our type system after lowering some security levels in the initial
partial type environment and raising some security levels in the resulting partial type
environment.

Lemma 6. If Ik, A1{c}A] : cs is derivable, then b, A2{c}AS : ¢, is derivable for
all Ay and Ab with Ay T Ay and A} T Aj.

Proof. We proof this lemma by induction on I, Al{c}/l’l . ¢s. We distinguish the
cases for the last rule used in the derivation of this judgment.

Case (Tsk2): We get by the rule TSK2 that ¢ = skip and ¢s = skip and A; C Af. Let
Az and A5 be arbitrary with As C Ay and A} T A5.
From As T Ay, A1 C A}, and A} C A}, we get that A5 T A)
Hence, we get from the rule TSK2 that Ik, Ag{c}/l'z : ¢s 1s derivable.

Case (TAL2): We get by the rule TAL2 that ¢ = z:=e and ¢; = z:=e and IFje, 4, € : low
and lev(z) = low and = ¢ pre(A;) and A; C A]. Let A2 and A5 be arbitrary with
A2 C A; and All C AIQ
From Az C Ay and IFiey,4, € : low we get that Ik 4, € : low.
From As C Aq, A1 C A}, and A} C A}, we get that A5 C A5,
Hence, we get from the rule TAL2 that by, A2{c}Ab : ¢s is derivable.



lev(z) = high =z ¢ pre(d) AC A

TST TAH2
IFiey A{stop}A : stop IFiey A{z:=e}A’ : skip
TSK2 AC A ALY Fiev,a € : low lev(z) =low z ¢ pre(A) AC A’
ke A{skip}A’ : skip IFey A{z:=€} A" : z:=¢
AC A Fiev,a € : low z € pre(A) Alz — low] C A’
TLO2 — TFL2
IFep A{lock(1)}A’ : lock(l) IFep A{z:=€} A" : 2:=¢
AC A z € pre(A) Alz — high] C A’
TUL2 — TFH2
ko A{unlock(l)}A’ : unlock(!) by A{z:=€}A’ : skip
) AC A" bppar eilow b, A{c}A” ¢! A"CA
TWL
ko A{while e do ¢ od}A’ : while e do ¢’ od
L2 Frev,a € :low ey A{ci}A i c] ey A2} A ch

IFep A{if e then c; else c; fi}A’ : if e then c] else c; fi

IFiep A{ci}A" s ¢l ey A{e2} A 1 ey o = ch

TH2
IFiey A{if e then c; else co fi} A’ : skip; c;

ey A{c}A” : ¢ ey A{c}A” : ¢! A = éA’ Biev @)

IF1ew A//{CI}A/ 2 V. A e (x) C A//leu<l‘> ' = [ A-NR,A-NW
TSQ2 / / " nr AN2 " / ’
IFiew A{c; A" 2 "5 ¢ ey A{c@QT A" : QT

. / / '7 v . ! —

TSP2 Fewc: ¢ AC A - IFiew A{c}A: " pre(A) =10

Ik A{spawn(c)}A’ : spawn(c’) IFiew ¢ 2 '

with A C A" iff pre(A) = pre(A’) and A(z) E A'(z) for all © € pre(A)

Fig. 5. Security type system for proofs

Case (TAH2): We get by the rule TAH2 that ¢ = z:=¢ and ¢s = skip and lev(z) = high
and = ¢ pre(A;) and A; C A}. Let Az and A5 be arbitrary with Ay C A; and
AL A
From A C Ay, Ay © A%, and A} C A%, we get that A5 T A5.

Hence, we get from the rule TAH2 that I, A2{c}A5 : ¢ is derivable.

Case (TFL2): We get by the rule TFL2 that ¢ = z:=e and ¢s = z:=e and IFjep,4, € : low
and z € pre(A1) and A1 [z — low] C A]. Let A2 and A3 be arbitrary with Ay C Ay
and A] C Aj.

From As C Ay and ke, 4, € : low we get that Ik 4, € : low.

From A; C A; we get that Ax[z — low] C Ay[z — low]. From Az[z — low] C
Ai[z = low], Aq[z + low] E A}, and A} C A5 we get that As[z — low] C Aj.
Hence, we get from the rule TFL2 that I, A2{c}A5 : ¢, is derivable.

Case (TFH2): We get by the rule TFH2 that ¢ = z:=e and ¢, = skip and z € pre(A;)
and Ai[z — high] C A]. Let A2 and Aj be arbitrary with A2 C Ay and A] C A5.
From Az C A1 we get that Az[z — high] C A;[z — high]. From Az[z — high] C
A1z ~ high], A;[z — high] C A}, and A] C A5, we get that As[z — high] C A5.
Hence, we get from the rule TFH2 that Ik, A2{c}A} : ¢ is derivable.



Case (TLO2): We get by the rule TLO2 that ¢ = lock(l) and ¢s = lock(l) and A; C A].

Let Az and A% be arbitrary with As C A; and A T Aj.
From As T Ay, A1 C A%, and A} C A}, we get that A5 T A)
Hence, we get from the rule TLO2 that IFi, A2{c}A} : ¢ is derivable.

Case (TUL2): We get by the rule TUL2 that ¢ = unlock(l) and ¢; = unlock(!) and
A; C Al Let Ay and A5 be arbitrary with As © A; and A T A5.

From A; T Ay, Ay T A, and A} C A5, we get that A5 T A%
Hence, we get from the rule TUL2 that IFy., A2{c}Aj : ¢s is derivable.

Case (TsP2): We get by the rule TSP2 that ¢ = spawn(c1) and ¢s = spawn(cs1) and
IFieo €1 : cs1 and A; C A, Let Az and A5 be arbitrary with As T A; and A} T A5.
From As C Aq, A1 C Af, and A} C A}, we get that A5 C A)

Hence, we get from the rule TSP2 that b, A2{c}A5 : ¢, is derivable.

Case (TIH2): We get by the rule TIH2 that ¢ = if e then c; else ¢; fi and ¢, = skip; ¢s1
and b, A1{c1}AL 1 cs1 and Ibey A1{ca} A7 1 cs2 and cs1 = cs2. Let Az and A5 be
arbitrary with As C A; and A} T A5.

From Irjep A1{c1}A] 1 cs1 and Ikpe, A1{c2}A] @ cs2 we get by the induction hypoth-
esis that IFe, Aa{c1}A5 1 co1 and Ibgey A2{c2}Af : con.
Hence, we get from the rule TIH2 that Ik, A2{c}Aj : ¢s is derivable.

Case (TIL2): We get by the rule TIL2 that ¢ = if e then c¢; else ¢; fi and ¢, =
if e then ¢y else cs2 fi and Ik, A1{ci}A] 1 cs1 and I, Ar{ca}AS : cs2 and
IFiev, 4, € :low. Let A2 and A5 be arbitrary with As C A7 and A T A5.

From Ik, A1{c1}A] 1 es1 and Ijey A1{c2} A 1 cs2 we get by the induction hypoth-
esis that IFje, A2{c1}AS 1 cs1 and Ibpe, Aa{ca}Ab 1 cso.

From IFiey, 4, € :low and A2 © Ay we get that ki 4, € : low

Hence, we get from the rule TIL2 that IFje, A2{c}Aj : ¢s is derivable.

Case (TWL2): We get by the rule TWL2 that ¢ = while e do ¢1 od and ¢; =
while e do ¢s1 od and Ik, AY{c1}AY : cs1 and H—M’A/lf e : low and A; T AY
and Ay C A]. Let Az and A5 be arbitrary with As C A; and A} C A5.

From A; C AY and Ay T A; we get that Ay & AY.
From A} € A} and A} C A5 we get that A} C A5.
Hence, we get from the rule TWL2 that IFe, A2{c}Aj : ¢ is derivable.

Case (TsQ2): We get by the rule TsQ2 that ¢ = ci;¢2 and ¢s = co15¢s2 and Iy
Ai{ei}AY : es1 and Iy, AY{c2} A : cs2. Let Az and A5 be arbitrary with As £ Ay
and A} C Aj.

From Ay C Ay and Ibe, A1{ci}AY 1 cs1 we get by the induction hypothesis that
IFrew A2{c1}AY ¢ cs1. From A7 T A5 and Ik, AY{c2} Al : cs2. we get by the
induction hypothesis that Ik, AY{ca}Af : cs2.

Hence, we get from the rule TSQ2 that Ik, A2{c}Aj : cs is derivable.

Case (TAN2): We get by the rule TAN2 that ¢ = @7 and ¢s = c1@d IA-NR,A-Nw and
IFrew A1{c1}AY @ co1 and A} = AY Biew @ and Vz.AY o, (z) E Al (). Let Az and
A5 be arbitrary with As C A; and A] C A5.

From ¢ = ¢1@d we get that that last rule in any derivation of Iy, As{c}Ab : cs
must be TAN2. We now must show that there is A5 such that I, Aa{c1}A5 : cs1,
Ay = Ay @0 d and V. AY,,, (z) T Aby, (2).

From A} C A5 and Vz.A7,,,(z) C Af,,(z) we get that Vz. A7, (z) C A5, ().
From Az C Ay and e, A1{c1}AY 1 cs1 we get by the induction hypothesis that e,
Ax{c1}A5 ¢ co1 is derivable for all A5 with AY C A5. Since, Vz.AY,,,(z) C A5, (z)
holds, this judgment is also derivable for A5 with A5(z) = Ay, (z) for all z €
pre(A5) and AY(z) = A5 (z) for all z € pre(Ay) \ pre(Ah). From Ay(z) = AY ., (z)



for all z € pre(A5), pre(AY) = pre(A3), pre(A}) = pre(A3), and A = AY Biey ,
we get that A = AY Orer @ .
From A5(z) = A5, {z) for all z € pre(A}) and AY(z) = A5 (z) for all x € pre(A5)\
pre(A3) and Yz A7, (z) T A, (z) we get that Vz.45,,,(z) C A5, ().
Hence, we get from the rule TAN2 that I, A2{c}A5 : ¢s is derivable.

[m]

We now define, when a partial type environment is compatible with a domain
assignment and a mode state as follows.

Definition 6. A partial type environment A : Var — Lev, a mode state mdst € MdSt,
and a domain assignment lev are compatible, if and only if
V(lev(z) = high A z € mdst(A-NW))

pre(A) = {x c VM‘ (lev(z) = low A z € mdst(A-NR)) }

We denote the set of mode states that is compatible with lev and A by comp(lev, A).

Intuitively, a partial type environment is compatible with a domain assignment and
a mode state, if it only tracks flow-sensitive levels for low variables for which a no-read
assumption is made, and for high variables for which a no-write assumption is made.

We further define a notion of memory equivalence that relates exactly those mem-
orys that refer to equal values for all variables that currently have the security level
low as follows.

Definition 7. Two memories mem, mem’ € Mem are low-equal wrt. a partial type
environment A and a domain assignment lev (denoted by: mem :{Zz’,A mem’ ), if and
only if the following condition holds:

— Ae(z) = low = mem(z) = mem/(z) for all z € Var.

We now show that whenever the low slice of a command is a skip, then the
memories before and after the execution step of the command are low-equal with
respect to the partial type environment after the step and the domain assignment, and
the command terminates in one step.

Lemma 7. Iflt, A{c}A’ : skip is derivable, then
{c, lkst, mdst, mem) = (stop, lkst, mdst, mem')

is derivable with mem :iiq"n’,/ll mem’ and A T A" holds.

Proof. The last rule in the derivation of I, A{C}A' : skip must be either TSK2, TAH2,
or TFH2
We distinguish these three cases.

Case (Tsk2): We get by the rule TSK2 that ¢ = skip and A C A’ holds.
From ¢ = skip we get by the rule sk that

(c, lkst, mdst, mem) = (stop, lkst, mdst, mem')

is derivable with mem’ = mem.

lev, A’
From mem’ = mem we get that mem =" !

=low mem’.



Case (TAH2): We get by the rule TAH2 that ¢ = z:=e and z ¢ pre(A) and lev(z) =
high and A C A’ holds.

From ¢ = z:=e we get by the rule sk that

(c, lkst, mdst, mem) = (stop, lkst, mdst, mem')

is derivable with mem’ = mem|[z + v] for some v € Val.
From A C A’ and = ¢ pre(A) we get that = ¢ pre(A”).

. ’
From z ¢ pre(A’) and lev(z) = high we get mem =12 mem[z — v]. Hence,
_lev,A’ /
mem =0 mem’.

Case (TFH2): We get by the rule TFH2 that ¢ = z:=e and z € pre(A) and A[lz —
high] C A’ holds.
From ¢ = z:=e we get by the rule sk that

(c, lkst, mdst, mem) = (stop, lkst, mdst, mem')

is derivable with mem’ = mem|[z + v] for some v € Val.

From A[z + high] C A’ and Lev = {low, high} and low C high and high C
high we get that A C A’.

From A[z — high] C A’ and Lev = {low, high} and high [Z low we get that

A'(z) = high. From A’(z) = high we get that mem szﬁﬂ‘,A/ mem|[z — v]. Hence,
mem :ﬁi’,A/ mem’.

O

We now show that, whenever two commands have the same low-slice, and partial
type environments in the beginning with identical pre-images, then the resulting partial
type environments have the same pre-image.

Lemma 8. If pre(A1) = pre(As), ke Ai{ci}AL @ s and by A2{ca} Ay @ cs, then
pre(A}) = pre(As).

Proof. We proof this lemma by structural induction on the judgment I, A1{c1}A] :
cs. We make a case distinction on the last rule in the derivation of I, A1{c1}A2 : cs.

Case (TSK2): We get by the rule TSK2 that ¢s = skip.
From ¢ = skip and IFie, A1{c1}A] : ¢s and ke, A2{c2} A5 1 cs we get by Lemma 7
that A7 £ A} and Ay C A5, From A; E A} and A2 T A5 we get that pre(A;) =
pre(A7) and pre(Az) = pre(A5).
From pre(A1) = pre(Az) and pre(A1) = pre(A}) and pre(As) = pre(Ah) we get
that pre(A}) = pre(Ab).

Case (TAL2): We get by the rule TAL2 that ¢; = z:=¢ and z ¢ pre(A:) and lev(z) =
low and A; C A
From z ¢ pre(A1) and pre(A1) = pre(Az2) we get that = ¢ pre(Az). From ¢; = z:=e
and z ¢ pre(Az) and lev(z) = low we get that the last rule in the derivation of
IFiew A2{ca}AS @ cs must be TAL2. From this rule we get As T Aj.
From A; C Aj and A; C A5 we get that pre(A1) = pre(A}) and pre(As) = pre(A5).
From pre(A1) = pre(Az2) and pre(A1) = pre(A}) and pre(As) = pre(Ah) we get
that pre(A}) = pre(Ay).



Case (TFL2): We get by the rule TFL2 that ¢; = z:=e and z € pre(A;) and Az —
low] C Aj.
From z € pre(A1) and pre(A1) = pre(Az) we get that z € pre(Az). From ¢; = z:=e
and z € pre(A2) we get that the last rule in the derivation of I, AZ{CQ}AIQ T Cs
must be TFL2. From this rule we get Az[z — low] C Aj.
From A [z — low] C A} and As[z — low] C A5 we get that pre(Ai[z — low]) =
pre(A1) and pre(As[z — low]) = pre(A3).
From pre(A;) = pre(A2) and pre(Ai[z — low]) = pre(A]) and pre(As[z —
low]) = pre(A3) we get that pre(A]) = pre(A3).

Case (TAH2): We get by the rule TSk2 that ¢, = skip.
From ¢, = skip and Ik, A1{c1}A] : ¢s and IFpey A2{c2} A5 : cs we get by Lemma 7
that A; € A} and Ay T A5, From A; E A} and A T A we get that pre(A;) =
pre(A1) and pre(A2) = pre(A5).
From pre(A1) = pre(Az) and pre(Ai) = pre(A}) and pre(As) = pre(Ay) we get
that pre(A}) = pre(Ay).

Case (TFH2): We get by the rule TSK2 that ¢, = skip.
From ¢, = skip and IFje, A1{c1}A] : ¢s and IFpey, A2{c2} A% : s we get by Lemma 7
that A; € A} and Ay T Aj. From A; E A} and A T A we get that pre(A;) =
pre(A1) and pre(A2) = pre(A5).
From pre(A1) = pre(Az2) and pre(A1) = pre(A}) and pre(As) = pre(Ah) we get
that pre(A}) = pre(Ay).

Case (TLO2): We get by the rule TLO2 that c; = lock(l) and A; E A}
From c¢; = lock(l) we get that the last rule in the derivation of Irje, A2{ca}Af : cs
must be TLO2. From this rule we get Az C A5.
From A; C A} and Ay C A5 we get that pre(A1) = pre(A]) and pre(Az) = pre(A3).
From pre(A1) = pre(Az) and pre(Ai) = pre(A}) and pre(As) = pre(A3) we get
that pre(A]) = pre(A3).

Case (TUL2): We get by the rule TLO2 that ¢; = unlock(l) and A; C A}
From c¢; = unlock(l) we get that the last rule in the derivation of Ik, A2{ca}A5 :
¢s must be TUL2. From this rule we get Az T A5.
From A; C A} and A; E A5 we get that pre(A1) = pre(A7) and pre(Az) = pre(A5).
From pre(A1) = pre(Az) and pre(A;) = pre(A}) and pre(As) = pre(Ah) we get
that pre(A]) = pre(A3).

Case (TsP2): We get by the rule TSP2 that c¢; = spawn(cs4) and A1 E A}
From ¢; = spawn(cs4) we get that the last rule in the derivation of I, /12{02}/1'2 :
¢s must be TSP2. From this rule we get Az T A5.
From A; C A} and Az C A5 we get that pre(A1) = pre(A}) and pre(Az) = pre(A5).
From pre(A;) = pre(Az) and pre(A;) = pre(A}) and pre(Az) = pre(Ah) we get
that pre(A]) = pre(A3).

Case (TsQ2): We get by the rule TsQ2 that ¢1 = ca;cp and ¢s = csa;¢csp and Ik,
Ai{ca}AY i csa and Ik, AY{cB}A] : csB.
From cs = csa; csp we get that the last rule in the derivation of Iy, A2{ca} A5 : cs
must be either TSQ2 or TIH2. We distinguish these two cases.

Case (TsQ2): In this case, we get from the rule TSQ2 that c2 = co;cep and ke,
Ao{cc}AY : csa and ke, AZ{cp}AS 1 csB.
From pre(A1) = pre(A2) and IFiey, A1{ca}AY : csa and ;e Aa{cc}AY @ csa
we get by the induction hypothesis that pre(A}) = pre(A3). From pre(AY) =
pre(Ay) and Ik, AY{cp}A] : csp and and Ik, A5 {cp} A5 : csp we get by the
induction hypothesis that pre(A}) = pre(45).



Case (TIH2): In this case, we get from the rule TIH2 that co = if e then cc else cp fi
and I, Ao{cc}Ab 1 esp and Ikje, A2{cp}Ab : csp and csa = skip.
From cs4 = skip and IFye, A1{ca}AY : csa we get by Lemma 7 that A; C AY.
From A; C AY we get that pre(A1) = pre(AY).
From pre(A:1) = pre(AY) and pre(A1) = pre(Az) and Iy, AY{cB}A] : csB
and ke, A2{cc}Ab : csp we get by the induction hypothesis that pre(A}) =
pre(A3).

Case (TIL2): We get by the rule TIL2 that ¢ = if e then ca else cp fi and ¢, =
if e then c,4 else c;p fi and Iy, A1{ca}A] : csa.
From ¢; = if e then c; 4 else c¢sp fi we get that the last rule in the derivation of Ik,
Aa{e2}Af 1 cs must be TIL2. From this rule we get that c; = if e then cc else ¢p fi
and IFe, As{cc}Ab : csa.
From pre(A1) = pre(As) and Ik, A1{ca}tA] : csa and Ikpe, Aa{cc}AS i coa we get
by the induction hypothesis that pre(A}) = pre(A3).

Case (TIH2): We get by the rule TIH2 that ¢; = if e then c4 else ¢g fi and ¢, =
skip; csa and Ik, A1{ca}Al 1 csa.
From c¢; = skip; cs4 we get that the last rule in the derivation of Ik, /12{02}/1’2 : Cs
must be either TIH2 or TsQ2. We distinguish these two cases.

Case (TIH2): In this case, we get by the rule TIH2 that c; = if e then cc else ¢p fi
and IFe, A2{cc}Ay : csa.
From pre(A1) = pre(A2) and Irjep A1{ca} Al : csa and Ik Aa{cc} A @ csa
we get by the induction hypothesis that pre(A}) = pre(A5).

Case (TsQ2): In this case, we get by the rule TSQ2 that c2 = cc;cp and ke,
Ao{cc} Ay : skip and ke, A5{cp}AS @ csa.
From Ik, As{cc}A5 : skip we get that Ay £ A5. From A £ A5 we get
that pre(As2) = pre(A3). From pre(As) = pre(A3) and pre(A1) = pre(As)
and Ik, A1{ca}A] @ csa and Ik, A5 {cp}A5 : csa we get by the induction
hypothesis that pre(A}) = pre(A3).

Case (TWL2): We get by the rule TWL2 that ¢, = while e do c;4 od and A; C Af
and A C A]. From A; C AY and AY C A} we get that pre(A:1) = pre(A}).
From c¢; = while e do cs4 od we get that the last rule in the derivation of
IFiey A2{c2} A5 1 ¢s must be TWL2. From this rule we get A2 C A5 and A5 T Aj.
From As E A5 and A5 C A5 we get that pre(As) = pre(A5).
From pre(A1) = pre(Az) and pre(Ai) = pre(A}) and pre(A2) = pre(A3) we get
that pre(A}) = pre(A3).

Case (TAN2): We get by the rule TAN2 that ¢; = cA@d 4 and ¢ = csA@Q@ 4 [ANRANW
and IFie, A1{ca}AY : csa and A} = AY Biew @ 4.
From c¢; = cSA@ﬁA [a-NrR,A-Nw We get that the last rule in the derivation of Ik,
As{ca} A5 : ¢; must be TAN2. From this rule we get that co = @@ 5 and IFju,
Ao{cp}AY i csa and Ay = AY @iy A5 and @ a [ANRANW= @B [ANRANW-
From pre(A1) = pre(As2) and Ikjep A1{catAY : csa and Ik, A2{cp}AY : csa we get
by the induction hypothesis that pre(A7) = pre(A3).
From pTe(/llll) = pre(A’Q’) and 7,4 rAfNR,A—NW: 73 [A—NR,A—NW and All = All/@zm, 7,4
and A = AY o @ 5 We get by the definition of @, that pre(A}) = pre(A3).

O

We define the least upper bound of two partial type environments by a point-wise
least upper bound of all variables in the pre-image of the partial type environments.



Definition 8. The least upper bound A of two partial type environments A’ and A”
with pre(A’) = pre(A”) (denoted by: A = A" U A") is defined by pre(A) = pre(A’) and
Az) = A'(z) W A" (z) for all z € pre(A).

‘We show that whenever a command has skip as low-slice and is accepted by our
type system for an initial and final partial type environment, then it is also accepted
by our type system when using the least upper bound of the initial and final partial
type environments with an arbitrary partial type environment.

Lemma 9. Iflk, A1{c}A] : skip and pre(A1) = pre(As),
then ey (A1 U A2){c} (AL U As) : skip.

Proof. The last rule in the derivation of I, A1{c}A] : skip must be either TSK2,
TAH2, or TFH2.
‘We distinguish these three cases.

Case (Tsk2): We get by the rule TSK2 that ¢ = skip and A; C A} holds.
From A; C A} we get that (A1 U Ag) E (A7 U Ag).
From (A1UA2) C (AjUA2) we get by the rule TSK2 that Ik, (A1UA2){c}(ATUAS) :
Cs.

Case (TAH2): We get by the rule TAH2 that ¢ = z:=e and z ¢ pre(A1) and lev(z) =
high and A; C A} holds.
From A; C A} we get that (A; U A2) E (A7 U Ag).
From z ¢ pre(A1) and pre(A1) = pre(A2) we get that z ¢ pre(A; U Az).
From z ¢ pre(A; U A2) and lev(z) = high and (A1 U A2) C (A7 U A2) we get by
the rule TAH2 that Ik, (A1 U A2){cH(A] U A2) : cs.

Case (TFH2): We get by the rule TFH2 that ¢ = z:=e and = € pre(A:) and Ai[z —
high| C A} holds.
From A;[z — high] E A} and Lev = {low, high} and high Z low we get that
Ai(z) = high. From Aj(z) = high we get that (A} U A2)(z) = high. From
Ai[z — high] C A} and Lev = {low, high} and low C high and high C high we
get that Ay C A]. From Ay E A} and As C As we get that (A U As) C (A} U As).
From (A; U As) T (A} U Az) and (A} U A2)(z) = high and high C high we get
that (A1 LJ AQ)[.TZ — high] E (All L Az)
From z € pre(A1) and pre(A1) = pre(A2) we get that z € pre(A; U Az).
From z € pre(A; U Az) and (41 U A2)[z — high] C (A} U A2) we get by the rule
TFH2 that I, (A1 U A2){c}(AL U A2) : cs.

0

Now we show that whenever two commands with identical low-slices are accepted
by our type system for some, possibly different initial and final partial type environ-
ments, then the first command is also accepted by our type system when using the least
upper bounds of the respective partial type environments as initial and final partial
type environments. Note that the conclusion the lemma establishes also holds for the
second command, because all premises are symmetric and, hence, one could simply
switch the two typing judgments.

Lemma 10. If Ik, Ai{ci}A] @ cs1 and Iy A2{c2} A% @ cs2 and cs1 = co2 and
pre(Ar) = pre(As) and pre(A}) = pre(A3), then b, (A1 U A2){ci J(AL U AS) : o1

Proof. We prove this lemma by structural induction on I, Al{cl}/l'l 1 cs1 and ke,
Az{cz}/l’z : cs2. To this end, we distinguish cases based on the last rule applied in the
derivation of Ik, A1{c1}A] @ cor.



Case (Tsk2): We get by the rule TSK2 that ¢; = cs1 = skip and A; C Aj.
From cs1 = cs2 and cs1 = skip we get cso = skip. From cs2 = skip we get by
Lemma 7 that As T A5.
From A; C A} and Az T A5 we get that (A; U As) E (A} U A5).
From (A1UA2) C (AjUAS) we get by the rule TSK2 that Ik, (A1UA2){e1}(ATUAS) :
Cs1.

Case (TAH2): We get by the rule TAH2 that ¢; = z:=e and ¢s1 = skip and z ¢ pre(A;)
and lev(z) = high and A; C Aj.
From cs1 = cs2 and c¢s1 = skip we get cs2 = skip. From c¢s2 = skip we get by
Lemma 7 that As C A5.
From A; C A} and As T A5 we get that (A U As) E (A} U A5).
From (A; U As) E (A7 U A3) and z ¢ pre(A1) and lev(z) = high we get by the
rule TAH2 that Ik, (A1 U A2){e1} (AL U AY) @ cor.

Case (TFH2): We get by the rule TFH2 that ¢; = z:=e and c¢s1 = skip and z € pre(A;)
and A;[z — high] C A].
From cs1 = cs2 and cs1 = skip we get cso = skip. From c¢s2 = skip we get by
Lemma 7 that Ay T A5.
From A;[z — high] C A] we get A1 C A}. From A; C A} and As C A5 we get
that (A1 U A2) E (A} U A5). From A [z — high] C A7 we get that (4; U Az)[z —
high] C (A7 U A3).
From pre(A;) = pre(Asz) and z € pre(A;) we get that z € pre((A; U Az)).
From (A1 U Ag)[z — high] C (A} UA5) and z € pre((A1 U Az)) we get by the rule
TFH2 that H_lev (/11 LJ AQ){Cl}(A/l U A/Q) I Cs1-

Case (TAL2): We get by the rule TAL2 that ¢; = z:=e and cs1 = z:=e€ and IFje,a, €:
low and z ¢ pre(A;) and lev(z) = low and A; C Aj.
From cs1 = ¢s2 and c¢s1 = z:=e we get cs2 = x:=e. From c¢s2 = z:=¢ and = ¢
pre(A1) and pre(A1) = pre(A2) we get that the last rule in the derivation of
IFrey A2{ca}A5 : cs2 must be TAL2. From this rule we get that co = z:=e and
cs2 = z:=¢ and lrjey 1, € : low and Ag T Aj.
From A; E A} and A; E A5 we get that (A1 U As) T (A] U A5).
From IFjey 4, € :low and IFjey 4, € : low we get that I, (4,04,) € : low.
From (A1 U Ag) T (A} U A%) and IFjey,a,u4,) € : low and z ¢ pre((A; U A2) and
lev(z) = low we get by the rule TAL2 that Ik, (A1 U A2){c1 }(A] U AS) : cs1.
Case (TFL2): We get by the rule TFL2 that ¢; = z:=e and ¢s1 = z:=e and IFiey 4, €:
low and z € pre(A1) and Ai[z — low] C Af.
From cs1 = ¢s2 and cs1 = x:=e we get cs2 = z:=e. From cs2 = 2:=e and z €
pre(A1) and pre(A1) = pre(Az) we get that the last rule in the derivation of
IFiey A2{ca}A5 : cs2 must be TFL2. From this rule we get that c; = z:=e and
cs2 = z:=¢ and lrjey 1, € : low and As[z — low] C Aj.
From A;[z — low] C A} and Az[z — low] C A5 we get that (A1 U Az)[z — low] E
(A U AS).
From IFie 4, € :low and ke 4, € : low we get that H—le,l,,(Alqu) e : low.
From (A1UA2)[z + low] T (A1UA5) and Ibiey (4,04,) € : low and z € pre((A1UA2)
we get by the rule TFL2 that Ik, (A1 U A2){e1} (A U A3) @ cor.

Case (TLO2): We get by the rule TLO2 that ¢; = lock(l) and c¢s1 = lock(l) and
Ay T AL
From c¢s1 = ¢s2 and ¢s1 = lock(l) we get cs2 = lock(l). From cs2 = lock(l) we get
that the last rule in the derivation of IFje, A2{c2} A5 : cs2 must be TLO2. From this
rule we get co = lock(l) and Az C Aj.
From A; C A} and Az T A5 we get that (A U As) E (A} U A5).



From (A1 U Az) C (A7 U A3) we get by the rule TLO2 that Ik, (A1 U A2){er}(A] U
AIQ) D Cs1-

Case (TUL2): We get by the rule TUL2 that ¢; = unlock(() and ¢s; = unlock(() and
A T AL
From cs1 = c¢s2 and c¢s1 = unlock(l) we get cs2 = unlock(l). From cso =
unlock(l) we get that the last rule in the derivation of Ik, A2{ca}A5 : cs2 must
be TUL2. From this rule we get co = unlock(l) and As C A5.

From A; C A} and As T A5 we get that (A U As) E (A} U A5).
From (A;UA2) C (AjUA%) we get by the rule TUL2 that IFe, (A1UA2){e1 }(ATUAS)
Cs1.

Case (TsP2): We get by the rule TsP2 that ¢; = spawn(ca) and c;1 = spawn(csa)
and IFe, €At csa and Ay T A].

From cs1 = c¢s2 and cs1 = spawn(csa) we get cs2 = spawn(csa). From ceo =
spawn(csa) we get that the last rule in the derivation of Ik, A2{c2}A5 : cs2 must
be TSP2. From this rule we get ¢ = spawn(cg) and IF, ¢ @ csa and As T A5.
From A; E A} and A; E A5 we get that (A U As) T (A] U A5).

From (A; U As) E (A7 U A3) and Ikjey ca @ csa we get by the rule TSP2 that
IFew (Al L /12){01}(/1/1 L /1/2) { Csl-

Case (TsQ2): We get by the rule TsQ2 that ¢1 = ca;cp and cs1 = csa; csp and ke,
Ar{ca}AY i coa and by AT {cB}A] @ csB.

From cs2 = c¢s1 and ¢s1 = csa; csB we get that cs2 = ¢sa; csp. From cs2 = csa; csB
we get that there are only two rules that can be applied last in the derivation of
IF1ew A2{CQ}A/2 : cs2, namely TSQ2 and TIH2. We make a case distinction based on
these two possibilities.
Case (TsQ2): In this case, we get by the rule TSQ2 that c2 = cc;cp and ke,
Ao{cc}AY 2 csa and ke, A5 {cp}AS 2 csB.
From Ik, A1{ca}AY : csa and by AY{cB} AL : cs and Ik, A2{cc}AS ¢ csa
and Ik, A5{cp}Ab @ csp we get by the induction hypothesis that I, (A; U
A){ea}(AY U AT) : coa and ke, (AT U AS){ e} (AL U AS) @ csB.
From Ik, (A1 U A2){ca H (AT UAY) @ csa and Ikpe, (A7 UAS) {ca}(ATUAS) @ csB
we get by the rule TsQ2 that Ik, (A1 U A2){e1}(AL U AY) : cs1.
Case (TIH2): In this case, we get by the rule TIH2 that c; = if e then cc else cp fi
and Irje, A2{cc}As : csp and Ikyey A2{cp}Ab : csp and csa = skip.
From ke, AY{cp}A] : csp and Iy, A2{cc}Af : csp we get by the induction
hypothesis that I, (A7 U A2){cp}(A] U AY) : csp.
From c;4 = skip and Ik, A1{ca}A! : csa we get by Lemma 9 that Ik,
(A1 LJ AQ){CA}(A/{ L A2) D CsA-.
From ke, (/11 UAQ){CA}(AYUAQ) : csa and ey (AQIUAQ){CB}(AQUAIQ) I CsB
we get by the rule TSQ2 that IFe, (A1 U A2){c1 }(AL U AS) : cs1.

Case (TIL2): We get by the rule TIL2 that ¢; = if e then ca else cg fi and cs1 =
if e then cs4 else csp fi and Iy, A1{ca}Al : csa and Ik, A1{cp} Al @ csp and
IFiev, a4, € : low.

From cs1 = ¢s2 and cs1 = if e then cs4 else ¢, fi we get ¢s2 = if e then ¢4 else ¢ fi.
From cs2 = if e then cs4 else csp fi we get that the last rule in the derivation of

IFiew A2{ca}Ab @ cs2 must be TIL2. From this rule we get ¢z = if e then cc else cp fi

and IFe, As{cc}AS 1 csa and Ik, A2{cp}AS @ csp and ke 4, € : low.

From IFie 4, € :low and ke 4, € : low we get that Il-lev,(Alu,h) e : low.

From by, A1{ca}A] : csa and I;pey A1{ce}A] 1 csp and Ik, Ax{cc}AS 1 csa

and IFpe, A2{cp}Ay : csp we get by the induction hypothesis that Iz, (A1 U
A2){ea} (AL U AY) = coa and ke (A1 U A2){c AL U AS) : csp.



From IFjey, (4 u4,) € @ low and Ik, (A1 U A2){ca} (AT U AS) : csa and Ik, (A7 U
A2){cp}(ALUAL) @ csp we get by the rule TIL2 that I, (A1UA2){c1 }(ATUAS) : cor.
Case (TIH2): We get by the rule TIL2 that ¢; = if e then c4 else ¢g fi and cs1 =
skip; csa and Ik, A1{ca} Al 1 csa and Ik, A1{cB}A] @ Csa.
From cs1 = cs2 and ¢s1 = skip; csa we get that cs2 = skip; csa. From ¢ =
skip; csa we get that there are only two rules that can be applied last in the
derivation of Ik, AQ{CQ}A’Q : cs2, namely TSQ2 and TIH2. We make a case distinc-
tion based on these two possibilities.
Case (TIH2): In this case, we get by the rule TIH2 that c; = if e then c¢ else ¢p fi
and I, Ao{cc} Ay : csa and ke, A2{cp}AS @ csa.
From Irje, A1{catAl @ coa and Irpe, Ai{ca}A] ¢ csa and Iy Aa{cc}AS : coa
and Ik, A2{cp}Aj 1 csa we get by the induction hypothesis that Ik, (A; U
A2){ca} (AL U AS) i csa and Ik, (A1 U A2){cp} (AL U AS) @ coa.
From Ikje, (A1 U A2){caH (AT UAS) = csa and ke, (A1 U A2){cp (AT U AY) : csa
we get by the rule TTH2 that Ik, (A1 U A2){c1 } (AL U A5) @ cor.
Case (TsQ2): In this case, we get by the rule TSQ2 that c2 = cc;cp and ke,
Ao{cc} Ay : skip and ke, A5{cp}AS @ csa.
From Iy A1{ca} Al : coa and Iy Ai{c} ALt csa and by A5 {cp}AS ¢ csa
we get by the induction hypothesis that Ik, (A1 UA5){ca}(A7UAS) : csa and
& e (/11 L A’Q’){cB}(A’l LJ A,Q) D CsA-
From Ik, A2{cc} A5 : skip we get by Lemma 7 that A2 £ A%. From A C Ay
and Az C A5 we get that (A1 U A2) E (A1 U AS). From (A1 U Az) C (A; U AY)
and I, (A1 U AY){ca} (AU AS) : coa and ey (A1 UAS){es HAT U AY) : csa
we get by Lemma 6 that Ik, (A1 U A2){ca}(A] U A5) @ coa and b, (A1 U
AQ){CB}(AII UAIQ) D CsA-
From IFjey (A1 UA2){ca H(ATUAS) : csa and ke, (A1 U A2){e HATUAY) : csa
we get by the rule TIH2 that Ik, (A1 U A2){c1} (A5 U AS) @ cor.

Case (TWL2): We get by the rule TWL2 that ¢; = while e do ca od and ¢ =
while ¢ do ¢4 od and A1 © AY and AY C A} and Ik, 4y e @ low and Ik,
Af{ca}AY : csa.

From c¢s1 = ¢s2 and ¢s1 = while e do ¢s4 od we get that cs2 = while e do ¢s4 od.
From cs2 = while e do cs4 od we get that the last rule in the derivation of I,
As{ca} A% 1 cs2 must be TWL2. From this rule we get that co = while e do cg od
and A C AY and AY T A and Fiew,ay € : low and IFe, A5 {cp}AY : csa.

From II—M,A/{ e : low and ”_leU,A’2’ e : low we get that H—lm,’(/yl/u/‘é/) e : low.

From Ik, AY{ca}A! : csa and by A3 {cB}A% : csa we get by the induction
hypothesis that IFe, (A7 U A5){ca (AT UAY) : coa.

From A; C AY and Af € A} and A3 € A5 and A5 T A5 we get that (A; U A2) C
(A7 U AY) and (AT U AY) E (A7 U A3).

From (A;UA2) E (AYUAS) and (AYUAY) E (A1UAS) and Ik, (A7UAS){ca} (AT
AY) i csa we get by the rule TWL2 that I, (A1 U Ag){ei H(AL U AS) : cor.

Case (TAN2): We get by the rule TAN2 that ¢; = ca@d 4 and b, Ai{ca}Ay : csa
and cs1 = csAQ 4 Fanranw and A7 = AY Diey @ 4 and Vr.AY o (z) E Ay (T).
From cs2 = cs1 and o1 = ¢s4@Q @ 4 [anrANw We get that coo = csa@Qd 4 [aNRANW-
From cso = cSA@ﬁA [a-Nr,A-Nw We get that the last rule in the derivation of
IFrew Aa{c2} A : cs2 must be TAN2. From this rule we get that co = Q7T 5 and
ey Aa{cB}AY : csa and @5 lanranw= @ a [anranw and Ay = A S, @5
and V. A%, (¢) € Ay, (2).

From pre(A1) = pre(A2) and Ik, A1{ca}AY @ csa and by Aa{cp}AS : csa we
get by Lemma 8 pre(AY) = pre(AY). Hence, from Irje, A1{ca}AY : coa and I,



As{ce}AY 1 csa we get by the induction hypothesis that Ik, (A1 U A2){ca}(A U
AY) : csa.
From Vz. A7, (z) C A}, (z) and Vz. A5, (z) T A5, (z) we get that Vz.(A7 U AT), (z) T
AU Ay, (z).
From A, = A @ieo @4 and Ay = AY ®ieo @ 5 we get by definition of @, that Vz €
pre(A1). Ay (z) = AY ., {(z) and Vz € pre(A3).A5(z) = A, (z). From pre(A3) =
pre(A) and Vz € pre(A1).41(z) = A7y, (z) and Vz € pre(As).As(z) = A7), (w)
we get that Vz € pre((A]UAS)).(ATUAS) = (AY U AY),,, (z). From Vz € pre((A}U
A5)).(A7 U Ay) = (AY U AY),,, (z) we get by definition of @, that (A) U A5) =
(AY U AY) ey @ a1
From Iriey (A1 U A2){ca}(AY U AS) : csa and Va.(AY U AY), (z) C A} U AY), (z)
and (A} U Ay) = (A7 U AY) @i @4 we get by the rule TAN2 that Ik, (A1 U
/12){61}(/1/1 |_|Al2) . Cs1.

O

We define an equality that relates all mode states that agree on all the assumptions
made in these mode states.

Definition 9. Two mode states mdst, mdst’ € MdSt make equal assumptions (de-
noted by: mdst =(anranwy mdst’), if and only if mdst(A-NR) = mdst’(A-NR) and
mdst(A-NW) = mdst’ (A-NW)

‘We now show that, whenever two commands are typeable with the same partial
type environments and have identical low-slices, then the fact that the first command
can do a step in a given memory, then this implies that the second command can also
do a step in any memory that is low equal with respect to a partial type environment,
the resulting commands are again typable with identical partial type environments
(type preservation), and the resulting memories are again low-equal with respect to a
partial type environment.

Lemma 11. If

— oo A{ar YAt co1 and IFiey A{c2} A’ 1 oo with cs1 = cs2, and
— mdst1, mdsta € comp(levy, A), and
- mdst1 ={A-NR,A-NW} mdstg, and

_lev, A d
— memy = memsz, an

— {c1, lkst, mdst1, mem1) — (ci, lkst’, mdsty, mem})

then there is o € Eve, mdsty € MdSt, ¢, clqi, cho € Com, memb € Mem, and A" such
that

— Iriew A"{c1}A 1 ¢y, and ey A{ch}A" 1 cho, with chy = cla,
— mdst], mdsty € comp(lev, A”), and
- mdst'l ={A-NR,A-NW} mdstlg, and

__lev, A"
“low

(ca, lkst, mdsta, mema) —— (cb, lkst’, mdsth, mem)5).

/ /
— memj mems, and

Proof. We proof this lemma by structural induction on the derivations of the two
judgments Ik, A{c1}A" 1 cs1 and ke, A{ca}A” 1 cso.

Hence, let A, A’ c1, cs1¢2, cs2, ¢f € Com, mem1, memz, memy € Mem, lkst, lkst’ €
LkSt, and mdsti, mdsta, mdst; € MdSt be arbitrary such that



— ey A{c1}A" 2 o1 and IFiey A{ca}A” ¢ oo With cs1 = co2, and
— mdst1, mdsta € comp(levi, A), and

- mdst1 ={A-NR,A-NW} mdé‘tz, and
_ lev,A

=low Mmemz, and

— memy

(e1, lkst, mdst1, mem1) <> (c}, lkst’, mdst;, mem/)

We make a case distinction on the last rule applied used in the derivation of I,
A }A' : et

Case (TSK2): By the rule TSK2 we get ¢1 = ¢s1 = skip, A E A’, and thus also pre(A) =

pre(A’). From ¢; = skip we get that the only rule to derive (ci, lkst, mdst1, mem) —
(ct, lkst', mdst, mem}) is Sk and, hence, c¢| = stop, lkst’ = lkst, mdst, = mdsti,

lev, A’
and mem) = memy. Thus, mem) =22"" mem; holds.
!

From Irje, A{c2}A’ : skip we get by Lemma 7 that (cz, lkst, mdsta, memz) —

. l AI
(cy, lkst', mdsty, mem5) with ¢y = stop, lkst’ = lkst, mdsty = mdstz, mems =0
mems.
lev, A lev, A’
From A C A" and mem1 =0 mema we get that mem: =ov" memz. From
_lev, A’ lev, A’ d lev, A’ t lev, A’
mem1 =" mema, memh =00 memsz, and mem) =;o" mem; we get mem] =00

memb.

From mdst] = mdst1, mdsty = mdsta, mdsti, mdsta € comp(lev, A), and pre(A) =
pre(A’) we get by the definition of comp that mdst], mdsty € comp(lev, A'), and
from mdst1 ={A-NR,A-NW} mdst2 that mdst'l ={A-NR,A-NW} mdstlg

Since ¢; = stop and ¢y = stop, we get from the rule TST that Ik, A”{c1}A’" : stop
and IF, A"{c5} A" : stop with A” = A'.

Case (TAH2): By the rule TAH2 we get that ¢1 = z:=e, cs1 = skip, z ¢ pre(A),
lev(z) = high, A C A’, and thus also pre(A) = pre(A’) and A'i,(z) = high.
From ¢1 = z:=e we get that the only rule to derive (c1, lkst, mdst1, mem1) BN
(1, lkst’, mdsti,memﬁ) is As and, hence, ¢; = stop, lkst’ = lkst, mdst} = mdsty,

and mem} = mem1 [z — v] for some v. From mem} = mem1[$ — o] and A'je, (z) =
lev, A’ lev,A’

= that mem] = o

high we get by definition of = mems.

’

From Irje, A{c2}A’ : skip we get by Lemma 7 that (c2, lkst, mdsta, mems) —

(cy, lkst’, mdsty, memy) with c; = stop, lkst’ = lkst, mdsty = mdst2, memy —le"NAI
mems.

From A C A’ and mem, —ff:ivA mems we get that mem; —if;;v/‘ mems. From
memy :iil;;/l memz, mems 7{21;,/‘ memsz, and mem 7iff‘)ﬂ/‘ mem1 we get mem’ =5
memsb.

From mdst) = mdst1, mdsty = mdsta, mdst1, mdsta € comp(lev, A), and pre(A’) =
pre(A) we get by the definition of comp that mdst}, mdsty € comp(lev, A’), and
from mdsty ={ANR,ANW} mdsto that mdst) ={ANR,A-NW} mdsth.

Since ¢] = stop and cj = stop, we get from the rule TST that IF, A”{ci}A" : stop
and IF, A"{c5} A" : stop with A” = A'.

Case (TFH2): By the rule TFH2 we get that ¢ = z:=e, cs1 = skip, z € pre(A),
A[z + high] C A’, and thus also pre(A) = pre(A’). From ¢; = z:=e we get that
the only rule to derive (c1, lkst, mdst1, memy) — (ci, lkst’, mdst}, mem?) is AS and,
hence, ¢; = stop, lkst' = lkst, mdst] = mdst1, and mem] = mem[z — v] for
some v. From mem'l = meml[z ~— v] and Az — high] C A’ we get by definition

lev, A’ lev, A’
of =" that mem} =

low 1 Tlow mems.

lev, A’



_ lev,A _lew, Al

From A C A’ and mem; =

memso we get that mem, = memsz. From

low low
lev, A’ lev, A’ d lev, A’ t lev, A’
mem1 _low memsz, mem2 _low mems, an meml _low memi we ge mem1 _low

mems.

From mdst) = mdst1, mdsty = mdsta, mdst1, mdsta € comp(lev, A), and pre(A’) =
pre(A) we get by the definition of comp that mdst}, mdsty € comp(lev, A’), and
from mdst1 ={A-NR,A-NW} mdstz that mdst'l ={A-NR,A-NW} mdst'g

Since ¢; = stop and cj = stop, we get from the rule TST that I, A”{c{}A’ : stop
and I, A”{c3}A" : stop with A” = A".

Case (TAL2): By the rule TAL2 we get that ¢1 = z:=e, cs1 = ¢co2 = z:=e, T ¢
pre(A), lev(z) = low, lkjepa e : low, A £ A’, and thus also pre(A’) = pre(A).
From ¢; = z:=e we get that the only rule to derive (c1, lkst, mdsti, mem1) —

(cf, lkst’, mdst}, mem}) is AS and, hence, ci = stop, lkst’ = lkst, mdst] = mdst1,

and mem) = mem1[z — eval(e, mem1)].

From cs2 = z:=e, lev(z) = low, and z ¢ pre(A) we know that the only rule to
derive the judgment I, A{c2}A" : cs2 can be TAL2. Hence, ¢; = z:=e. Thus we

get by the rule As that {co, lkst, mdsta, mems) o, (cy, lkst’, mdsty, mems) with
lkst" = lkst, mdsty = mdsto, and mem5 = mema[z — eval(e, mem2)].

From mem *ii:iw/‘ memsz and I, 4 € : low we get that eval(e, mem1) = eval(e, memz).
Hence, mem} = meml[x — v] and memj = mema[z — v] for v = eval(e, mem;).

lev, A 1
Thus, we have mem) =5 memy. From A C A" and mem) =50
’ lev, A

mem’ =" mems.

From mdst) = mdst1, mdsty = mdsta, mdst1, mdsta € comp(lev, A), and pre(A’) =
pre(A) we get by the definition of comp that mdst;, mdst; € comp(lev, A’), and
from mdst1 ={A-NR,A-NW} mdstg that mdst'l ={A-NR,A-NW} mdstlg

Since ¢; = stop and ¢y = stop, we get from the rule TST that I, A”{ci} A’ : stop
and Irpe, A”{cy} A’ : stop with A” = A’

/
memso we get

Case (TFL2): By the rule TFL2 we get that ¢1 = z:=e, cs1 = cs2 = x:=e, T €
pre(A), IFiew,a e @ low, Alz +— low] C A’, and thus also pre(A’) = pre(A).
From ¢ = z:=e we get that the only rule to derive (c1, lkst, mdst1, mem1) Bal

(ct, lkst’, mdst}, mem}) is As and, hence, c] = stop, lkst’ = lkst, mdst] = mdsti,
and mem) = mem1[z — eval(e, mem1)].

From cs2 = z:=e, x € pre(A), we know that the only rule to derive the judgment
IFrew A{ca}A” : cso can be TFL2. Hence, co = z:=e. Thus we get by the rule AS
that (ca, lkst, mdsta, mema) o (ch, lkst’, mdsty, mem5) with lkst’ = lkst, mdsty =
mdst2, and mems = mema[z — eval(e, mem1)].

From mem1 :i:‘},&/‘ memsz and lFiey 4 € : low we get that eval(e, mem1) = eval(e, memz).
Hence, mem} = meml[a: — v] and memb = mems[z > v] for v = eval(e, mem1).

lev, A 1
Thus, we have mem) =ow” memb. From A C A" and mem)| =00, mem} we get
lev,A’

memy =’ memsy.

From mdst) = mdst1, mdsty = mdsta, mdst1, mdsta € comp(lev, A), and pre(A’) =
pre(A) we get by the definition of comp that mdst}, mdsty € comp(lev, A’), and
from mdst1 ={A-NR,A-NW} mdstz that mdst'l ={A-NR,A-NW} mdst'g

Since ¢; = stop and cj = stop, we get from the rule TST that I, A”{c{}A’ : stop
and I, A"{c3}A" : stop with A” = A'.

Case (TLO2): By the rule TLO2 we get that ¢1 = cs1 = ¢s2 = lock(l), A C A, and
thus also pre(A’) = pre(A). From ¢; = lock(l) we get that the only rule to derive
(c1, lkst, mdst1, mem1) = (ci, lkst’, mdsty, mem}) is LK and, hence, c; = stop,
lkst’" = lkst U {1}, mdst] = mdst1, and mem} = mem.



From c¢s2 = lock(l), we know that the only rule to derive the judgment I,
A{c2}A” 1 cs2 can be TLO2. Hence, ca = lock(l). Thus we get by the rule LK
that (co, lkst, mdsta, mems) < (cy, lkst", mdsty, mems) with lkst” = lkst U {i},
mdsty = mdsta, and memb = mems. Since lkst” = lkst U {l} and lkst’ = lkst U {I}
we have lkst” = lkst’. o o

From mem = mem1, memy = mema, and mem1 =" memsa we get mem'y =5

memb. From A C A" and mem) 7{2;,/1 memb5 we get mem) 7%;,/‘ memb.

From mdst) = mdst1, mdsty = mdsta, mdst1, mdsta € comp(lev, A), and pre(A’) =
pre(A) we get by the definition of comp that mdst}, mdsty € comp(lev, A’), and
from mdst1 ={A-NR,A-NW} mdst2 that mdst'l ={A-NR,A-NW} mdSt/g

Since ¢; = stop and cj = stop, we get from the rule TST that I, A”{ci}A’ : stop
and Ik, A"{c3} A" : stop with A” = A'.

Case (TUL2): From the assumption of this case we get by the rule TUL2 that ¢; =
¢s1 = ¢o2 = unlock(l), | € lkst, A T A, and thus also pre(A’) = pre(A). From
c1 = unlock(l) we get that the only rule to derive {(ci, lkst, mdsti, mem1) —
(ct, lkst', mdst, mem|) is ULK and, hence, c¢| = stop, lkst’ = lkst \ {I}, mdst| =
mdst1, and mem) = mem;.

From c¢s2 = unlock(l), we know that the only rule to derive the judgment Ik,
A5{c2} A2 : cs2 can be TUL2. Hence, co = unlock(l). Since | € lkst we get by

the rule ULK that (co, lkst, mdsta, mems) o, (ch, kst , mdsts, memb) with lkst” =
lkst \ {I}, mdsty = mdst2, and memf5 = mems. Since lkst” = lkst \ {l} and lkst’
lkst \ {1} we have lkst” = lkst’.

_ lev,A

/ /
From mem) = mem1, memy = mema, and mem1 =,o0," memsz we get mem)

lev, A lev, A’
mems. From A C A" and mem) =" memj we get memy =00 mems.

From mdst) = mdst1, mdsty = mdsta, mdst1, mdsta € comp(lev, A), and pre(A’) =
pre(A) we get by the definition of comp that mdst}, mdsty € comp(lev, A’), and
from mdst1 ={A-NR,A-NW} mdst2 that mdst’l ={A-NR,A-NW} mdst'g
Since ¢; = stop and ¢y = stop, we get from the rule TST that I, A”{ci} A’ : stop
and Ikje, A”{cy}A’ : stop with A” = A’

Case (TSP2): From the assumption of this case we get by the rule TSP2 that ¢; =
spawn(cs), cs1 = cs2 = spawn(css), A C A’ and thus also pre(A’) = pre(A).

lev, A
1 Tlow

From ¢; = spawn(cs) we get that the last rule in the derivation of (c1, lkst, mdst1, mem1)

(et, lkst’, mdst], mem/) must be sp and, hence, ¢ = stop, lkst’ = lkst, mdst] =
mdst1, and mem) = mem,. Thus, mem, *{ZZVA memsy.

From c¢s2 = spawn(cs3), we know that the last rule in the derivation of Ik,
A{CQ}A/ : ¢cs2 must be TSP2. Hence, ¢ = spawn(cs). Thus we get by the rule sp

that (ca, lkst, mdsta, mema) o {ch, lkst’ mdstg, mems) with lkst’ = lkst, mdsty =

lev, A’

mdsts, and memb = memz. Thus, memz =20 memy.
lev, A lev, A’
From A C A" and mem1 =22" mema we get that mem: =" mems. From
lev, A’ lev, A’ lev, A’ lev,A’
mem1 =1 mema, memy =00 memsz, and mem) =o" memy we get memy =ou

mems.
From mdst) = mdst1, mdsty = mdsta, mdst1, mdstz € comp(lev, A), and pre(A’) =
pre(A) we get by the definition of comp that mdst}, mdsty € comp(lev, A’), and
from mdst1 ={A-NR,A-NW} mdSt2 that mdst'l ={A-NR,A-NW} mdst/g
Since ¢; = stop and cj = stop, we get from the rule TST that I, A”{ci}A’ : stop
and IF, A”{c3} A" : stop with A” = A'.

Case (TsQ2): By the rule TSQ2 that ¢1 = ¢35 ca, €s1 = Cs3; Coa, IF1ew A{ 3} A1 1 co3, and
”_lev /11{04}/1/ i Cs3



From c1 = c3; ¢4 and {c1, lkst, mdst1, mem1) —» {(c}, lkst’', mdst}, mem}) we get by
the rule sQl and sQ2 that (cs, lkst, mdst1, mem1) — (c4, lkst’, mdsty, mem}).
From cs1 = ¢s3; ¢sa and c¢s1 = cs2 we get that cs2 = ¢s3; ¢sa. Hence, the last rule
applied in the derivation of I, A1{c2}A2 : cs2 must be either TSQ2 or TIH2. We
distinguish these two cases.

Case (TsQ2): From the assumption of this case, we get by the rule TSQ2 that
c2 = ¢s5;¢6, IFiew A{cs} A2 ¢ co5, and Ik, A2{cs}A’ @ cs6 With co5 = co3 and
Cs6 = Cs4.
From Ik A{cs}Ar 1 co3 and ke A{cs}A2 1 cs5 and cs5 = co3 we get by
Lemma 10 that b, A{cs}(A1 U A2) : ¢s3 and ke, A{es}(A1 U Ag) @ ¢s5. From
IFrep A1{cat A’ : csa and Ibgey A2{cs} A’ : cs6 and cs6 = cs4 we get by Lemma 10
that ”_lev (/11 [} AQ){C4}A/ . Cs4 and H_lev (Al L AQ){CG}A/ : Cs6-
From Iy A{cs}(A1UA2) @ cs3 and Ikjep A{cs}H(A1UA2) @ ¢s5 and cs5 = o3 and

mdst1, mdsta € comp(lev, A,) and mdst; ={anr.anw} mdstz and mem, :i';i\’,A

memz and (cs, lkst, mdst1, mem1) — (ck, lkst’, mdst|, mem}) we get by the
induction hypothesis that there is o' € Eve, mdsty € MdSt, ci, c.5, cls € Com,
memb € Mem, and A” such that

¥ IFpey A {5} (A1 U A2) @ cls, and Ije, A {5} (A1 U AD) : cls, with cis = cls,

* mdst], mdsty € comp(lev, A"), and

* mdst/l ={A-NR,A-NW} mdsté, and

1 _lev, A" /
* memy = mems, and

*

(cs, lkst, mdsta, mema) L (ck, lkst’, mdsts, mems).
We now distinguish two cases based on whether c = stop.
Case (c3 = stop): In this case, we get from I, A”{c3}(A1 U A2) : cis by the
rule TST that c,3 = stop and A” = (A; U A3). From ci3 = stop and
chs = chs we get cls; = stop. From c.; = stop we get that the last rule in
the derivation of Irje, A”{c5}(A1 U A2) : cls must be TST. From this rule
we get that ¢ = stop.
From c; = c3; ca and c5 = stop and (cs, lkst, mdst1, mem1) — (ci, lkst’, mdst}, mem?)
we get that the last rule in the derivation of {c1, lkst, mdst1, mem1) —
(ct, lkst’, mdst}, mem/) must be sQ2. From this rule we get that ¢] = ca.
From ¢z = cs5; cg and cf = stop and (cs, lkst, mdst1, mem1) — (ck, lkst’, mdst}, mem})
we get that (cz, lkst, mdstz, memz) — (ch, lkst’, mdsth, memb) with cb =
ce is derivable with the rule sQ2.
Since A” = (A1 U A3) and

“rier (A1 U A2){ea} A’ 1 coa, and ke, (A1 U A2){ce A : cs6, With csa =

Cs6,
- mdst}, mdsty € comp(lev, A”), and

. mdstll ={A-NR,A-NW} mdst/Q, and

;__lev, A"

- mem) =00 memy, and

- {ca, lkst, mdst2, mema) — (cj, lkst’, mdsty, mem5).
we can conclude this case.

Case (c3 # stop): In this case, we get from IFj, A”{cs} (A1 U A2) : cls by
the typing rules that cl3 # stop. From c.; # stop and c.5 = c.; we get
cis # stop. From c.; # stop we get that the last rule in the derivation
of Iy A"{c5}(A1 U A3) : cls cannot be TST and, hence, we get from the
typing rules that cf # stop



From cj # stop and (cs, lkst, mdsti, mem1) = (ch, lkst', mdst}|, mem})
we get that the last rule in the derivation of {ci, lkst, mdst;, mem1) —»
(c1, lkst’, mdst|, mem)) must be sqQl. From this rule we get that c; =
!

ch; cq.

o4

From co = cs5; ¢cs and ci # stop and (cs, lkst, mdsta, mema) — (cs, lkst’, mdsty, mem5)

we get by $Ql that (cz, lkst, mdsta, mema) —— (ch, lkst’, mdsty, memb) is
derivable with cj = c&; cs.

From cj = c3; ca and Irjep A" {c3}(A1UA2) @ ciz and Ikje, (A1UA2){ca}A”
csa we get by the rule TSQ2 that b, A”{ch; ca}A’ 1 cha; csa is derivable.
From cj = c; cg and Irjey A”{c5}(A1UA2) @ cis and Ikje, (A1 UA2){cs}A”
cs6 we get by the rule TSQ2 that b, A”{c5; c6}A’ 1 chs; cs6 is derivable.
From ci; = cls and csa = cs¢ we get that cls; csa = chs; cse. Hence, we
can conclude this case.

Case (TIH2): From the assumption of this case, we get by the rule TIH2 that c; =
if e then c5 else ¢ fi and cs2 = skip; cs and by, A{cs}A” ¢ co5, and ke,
A{ce} A @ cse With cs5 = cs6. From cs1 = cs2 and cs1 = cs3; 4 and cs2 =
skip; ¢ we get that cs3 = skip and c¢s4 = ¢s5.

From c¢s3 = skip and b, A{c3}A1 : cs3 we get by Lemma 7 and the fact
that commands evaluate deterministically in our language that c; = stop and
lkst' = lkst and mdst] = mdst, and mem) :if)i’,Al mem1 and A C A;. From
A E Ay we get that pre(A) = pre(A1). From ¢ = c3; ¢4 and ¢ = stop and

a

(ca, lkst, mdst1, mem1) — (cs, lkst’, mdst}, mem/) we get that the last rule in
the derivation of (ci, lkst, mdst1, mem1) — (ci, lkst’, mdst}, mem}) must be
SQ2. From this rule we get that c] = c4.
From IFye, Ai{ca} A" 1 csa and I;pey A{cs}A’ 1 css and by, A{ce}A” @ cs6 and
css = cs6 and csa = co5 we get by Lemma 10 that Ik, (AU A1){ca}A" @ con
and b, (AU A1){es5}A 0 co5 and Ibge, (AU A1) {cs} A’ cos.
From ¢y = if e then c¢5 else ¢ fi we get by the rule 1IFT and IFF that
(c2, lkst, mdsta, mems) o (ch, lkst” , mdsth, mem$) is derivable with ¢ = ¢;
for some i € {5,6} and lkst”” = lkst and mdsty = mdst2 and memsy = memsa.
It remains to show that

* mdst), mdsty € comp(lev, (AU Ay)), and

% mdst] ={anranw} mdsty, and

_lev,(AUAY) /
Zlow mems.

* mem)
From mdst, = mdst] and mdsts = mdsts and pre(A) = pre(A1) = pre((AU
A1) and mdst1, mdsta € comp(lev, A) we get that mdst], mdsty € comp(lev, (AU
Ar)).

From mdst1 = mdst; and mdsta = mdst; and mdsti =ganranw} mdsta we
get that mdst; ={anranw} mdsts.

From mem) =" mem, and mem; =104
1 low low

ALC (AU Ay) and A1 C (AU A1) we get that mem

i
memso and mems = mems and
1 __lev,(AUAY) /

1 Tlow memsy.

Case (TIL2): By the rule TIL2 we get that ¢; = if e then c3 else ¢4 fi, cs1 = cs2 =
if e then cs3 else csa fi, by, a € 1 low, I, A{cs} A’ : cs3, and Ikpey A{ca} A’ coa.
From cs2 = if e then cs3 else cs4 fi we get that the last rule applied in the
derivation of Ik, A{ca}A’ : cso must be TIL2. From cs2 = if e then c,3 else cs4 fi
we get by this rule that cz = if e then c5 else cs fi, I, A{c5}A” @ o3, and
IFjey A{ce}A” @ cos.



lev, A
From IFiy,a e : low and mem: =" memz, we get that eval(e, mem:)

eval(e, memsz). We now distinguish two cases based on whether eval(e, mem1)
true or eval(e, mem,) = false.

Case (eval(e, mem1) = true): From the assumption of this case we get by the rule
IFT that ¢| = c3, lkst’ = lkst, mdst], = mdsti, and mem} = mem;.
From eval(e, mem1) = eval(e, mems) and the assumption of this case we also
get by the rule IFT that {co, lkst, mdsta, memsa) — (cb, lkst”, mdsty, memb) is
derivable with c5 = cs, lkst” = lkst, mdsth = mdsta, and memb5 = mems.
Since Iy A{cs}A” 1 cs3, Fiew A{cs}A” @ cs3, mdsti, mdsta € comp(lev, A),
mdst1 ={aNRr,A-Nw) Mdst2, and mem; :122’,/‘ memz, we can conclude this case.
Case (eval(e, mem;) = false): From the assumption of this case we get by the rule
IFF that c] = ca, lkst’ = lkst, mdst] = mdst1, and mem’ = mem;.
From eval(e, mem1) = eval(e, memsz) and the assumption of this case we also
get by the rule TFF that {ca, lkst, mdstz, mema) — (ch, lkst”, mdsth, mem5) is
derivable with c5 = cg, lkst” = lkst, mdsth = mdsta, and mem5 = mems.
Since Iy A{ca} A 1 csa, Fiew A{ce} A" i coa, mdsti, mdsta € comp(lev, A),
mdst1 ={anr,ANw} Mdsta, and mem :fZ@A memz, we can conclude this case.
Case (TIH2): From the assumption of this case we get by the rule TIH2 that ¢; =
if e then c3 else c4 fi, cs1 = skip; co3, IFrep A{c3}A” ¢ Co3, b1y A{ca} A i coa, and
Cs3 = Cs4.

From ¢; = if e then cs else ¢4 fi and (c1, lkst, mdst1, mem1) — {c{, lkst’', mdst}, mem})

we get by IFT and IFF that ¢] = ¢; for some i € {3,4} and lkst’ = lkst and
mdst] = mdst, and mem = mem.

From c¢s1 = c¢s2 and cs1 = skip; cs3 we get that cs2 = skip; cs3. From cso =
skip; cs3 we get that that last rule in the derivation of I, A{CQ}AI 1 cs2 must be
either TIH2 or TsSQ2. We distinguish these two cases.

Case (TIH2): In this case, we get by the rule TIH2 that co = if e then c5 else ¢ fi
and b, A{cs}A” : css and ke, A{ce} A’ 1 cs6 and cs3 = c55 = cs6.
From c; = if e then cs else ¢ fi we get that (co, lkst, mdsts, mems) 2
(cy, lkst”, mdsts, mem5) is derivable with the rule IFT or IFF, and c; = ¢; for
some i € {5,6} and lkst” = lkst and mdsty = mdst: and memb = mems.
Hence, all conditions that we need to show hold directly due to the assumptions
of this case.

Case (TsQ2): In this case, we get by the rule TSQ2 that c2 = c¢5;¢6 and ke,
A{cs} Az @ skip, and Ik, Aa{cs} A" : cs6 With cs6 = cs3.
From Ibe, A{cs} A2 : skip we get by Lemma 7 that (cs, lkst, mdsta, mems) a—/>

(ck, kst mdst5, mem5) is derivable with ¢, = stop and lkst” = lkst and
mdsty, = mdste and mems :fz",{,Az memz and A C As. From A T A we get that

pre(A) = pre(As). From (cs, lkst, mdsta, mems) o (cs, kst , mdsts, mem5)
and ¢ = stop we get by the rule sQ2 that (ca, lkst, mdsts, mems) LN (ch, lkst”,
with ¢4 = cs.
From cs6 = cs3 and cs3 = cs4 and pre(A) = pre(Az) and Ik, Aa{cs} A’ : cs6
and Ik, A{cs}A’ 1 co3 and IFie, A{ca}A’ @ coa we get by Lemma 10 that Ik,
(AUA2){cs A" : cs6 and Ikjey (AUA) {3} A" ¢ co3 and Irjey (AUA2){ca} A’ : csa.
It remains to show that

x mdsty, mdsty € comp(lev, (AU A)), and

* mdst/l ={A-NR,A-NW} mdstlg, and

r __lev,(AUAS) ’

* Mmemi =g mems.

mdsth, mems)



From mdst; = mdst] and mdsts = mdsth and pre(A) = pre(A;) = pre((AU
As)) and mdst1, mdsta € comp(lev, A) we get that mdst’, mdsty € comp(lev, (AU
Az)).

From mdst1 = mdst; and mdsta = mdst; and mdsti =ganranw} mdstz we
get that mdst'1 ={A-NR,A-NW} mdst'2

lev,A lev, A
From memb =202 mems and mem1 =" memso and mem) = mem; and

AE (AU Az) and Az E (AU As) we get that mem) :if;;’,(AuA” memy.

Case (TWL2): We get by the rule TWL2 that ¢ = while e do ¢3 od and cs1 =
while e do cs3 od and Iy 4, € : low and A E Ay and A7 C A" and Ik,
A1{03}A1 . Cs3.

From ¢s; = while e do ¢s3 od and c¢s1 = cs2 we get that c¢s2 = while e do ¢s3 od.
Hence, the last rule applied in the derivation of Ik, A{c2} A’ : 5o must be TWL2.
From this rule we get that co = while e do ¢4 od and A C Az and A C A" and
IFiew A2{ca}As : cs3 and IFiey 4, € : low.

From A C Ay and IFey, 4, € : low and memq :;g\’w/‘
eval(e, mems).

We now distinguish two cases based on whether eval(e, mem;) = false or eval(e, mem;) =
true.

mems we get that eval(e, memq) =

Case (eval(e, mem;) = false): From the assumption of this case we get by the rule
WHF that ¢| = stop, lkst’ = lkst, mdst] = mdsti, and mem} = mem;.
From ¢; = while e do ¢4 od and eval(e, mem1) = eval(e, memsz) and the as-
sumption of this case we also get by the rule WHF that (cz, lkst, mdst2, memsa) —»

(ch, kst mdst, mem5) is derivable with ¢ = stop, lkst” = lkst, mdsty =

mdsta, and memb = mems.

From A C A; and Ay C A’ and mem} = mem: and memb = memso and
lev, A lev,A’

memi =, memsz we get that mem1 Zlow Mema.

From A C A; and A1 £ A we get that pre(A) = pre(A’). Hence, we get
from mdst1, mdsta € comp(lev, A), by definition of comp that mdsti, mdsts €
comp(lev, A").

Since ¢ = stop and ¢ = stop and IF.,, A'{stop}A’ : stop and mdst1, mdsts €

_lev, A’

comp(lev, A’) and mdst1 =ganr.anw} Mmdsta and mem; =5

conclude this case.

Case (eval(e, mem1) = true): From the assumption of this case we get by the rule
WHT that ¢ = c3; ¢1 and lkst’ = lkst and mdst) = mdst; and mem)| = mem;.
From ¢, = while e do ¢4 od and eval(e, mem1) = eval(e, memsz) and the as-

memsz, we can

sumption of this case we also get by the rule WHF that (cz, lkst, mdsta, mems) —»
(ch, kst mdst, mem5) is derivable with ¢y = ca; co, lkst” = lkst, mdsty =
mdsto, and memb = memsa.

From IFjep 4, € : low and IFiep 4, € : low we get that I, (4,04,) € low.
From IFjey A1{c3} A1 1 co3 and ke A2{ca}A2 : cs3 we get by Lemma 10 that
‘Flev (Al (] /12){03}(/11 [ /12) . Cs3 and |Flev (/11 [ A2){C4}(A1 ] A2) 1 Cs3.
From A; C A" and A2 C A" we get that (A; U A) C A'.

From (A; U A2) T (A3 U A2) and (A; U A2) T A" and Ikyey (a,04,) € : low and
IFiew (A1UA2){e3}(A1UA2) @ cs3 and ¢ = while e do ¢3 od we get by the rule
TWL2 that “_lev (Al U AQ){Cl}A/ : Csl- From “_lev (/11 LJ AQ){CJ}(Al LJ AQ) I Cs3
and ke, (A1 U A2){c1}A” : cs1 and ¢ = c3;¢1 we get by the rule TsQ2 that
IFieo (A1 U A2){c1}A" 1 cs3; cot.

From (A1 UA2) C (A1 U Az) and (A1 U A2) E A" and ke, (4,04,) € : low and
IFiev (A1UA2){eca}(A1UA2) @ cs3 and ¢ = while e do ¢4 od we get by the rule



TWL2 that ”_lev (/11 LJ AQ){CQ}AI : Csl- From “_lev (/11 L A2){C4}(A1 L A2) I Cs3
and Irje, (A1 U A2){c2}A” @ cs1 and ¢y = ca; ca we get by the rule TsQ2 that
IFiew (Al (] AQ){C&}A/ 1 Cs3; Csl-
It remains to show that

x mdsty, mdsty € comp(lev, (A1 U Az)), and

* mdst/l ={A-NR,A-NW} mdstlg, and

12 lev,(A1UAR) /

* MEM] =g mems.
From mdst1 = mdst] and mdsta = mdsty and pre(A) = pre(A1) = pre(Az) =
pre((A1 U A2)) and mdst1, mdsta € comp(lev, A) we get that mdst], mdsty €
comp(lev, (A1 U Az)).
From mdst1 = mdst; and mdsta = mdst; and mdsti =(anranw} mdstz we
get that mdst'l ={A-NR,A-NW} mdst'2
From mem$ = memso and mem; zfz‘;‘,/l mems and mem) = mem; and A C
(A1 U A2) we get that mem) :{ZZ;MHAZ)
case.

mem’b. Hence, we can conclude this

Case (TAN2): From the assumption of this case we get by the rule TAN2 that ¢; =
AT, ey A{IAL 2 ¢y A= (A By @1), Vo Ay (z) T Ajy(z), and
a1 = QT [ A-NR,A-NW -

We first show, that the last rule in the type derivation for ¢z must TAN2 and
how the variables in this last step must be instantiated. From cs1 = c¢s2 and
cs1 = QT [a-Nr,A-Nw We get that the last rule to derive b, Aj{c2}A2 : co
must be TAN2. Thus, we get from this rule that c; = ¢4 @ da, Iy A{ch YAz : cla,
A = (As Biew 72), V1. A21ep (z) T A1y (z), and co2 = chQd o [A-NR,A-NW. From
cs1 = cs2 and cs2 = 5@ d2 [anrAaNw, We get that cso = chad, [ A-NR,A-NW ,
cly=cly, and @2 [anRANWE @1 [ANRANW-

Now we show that ¢ and c¢f can be typed with the same resulting partial type
environment and this type environment can still fulfill the premises for TAN2. From
IFrew A} A1 2 iy and I, A{cY Az @ cly and cly = cho we get by Lemma 8 that
pre(A1) = pre(Az). Hence, we get from Lemma 10 that b, A{cy'} (A1 U A2) : ¢l
and Ibp, A{cy } (A1 U A2) @ cly. Since Vz. A1, (z) T A1y (z) and V. A2, (z) C
A1y (z) we also have Va.(A1 U Az),, () T Aty (z). From A’ = (A1 @iy @1) and
A = (A2 Biew 72) and pre(A;) = pre(Az2) and Do [ A-NR,A-NW= a [A-NR,A-NW W€
get by definition of @y, that A" = (A1 U A2) Djes 1.

From c¢; = c{'@?l we get that the last rule in the derivation of {c1, lkst, mdst1, mem1) 2

(i, lkst’, mdst}, mem/) must be either AN1 or AN2. From these rules we get that

(c!, lkst, mdst1, mem1) — {(c}”, lkst’, mdst}, mem}) is derivable. From IFy., A{c{}(A1U

Ag) ¢ ¢y and Ik, A{cy} (A1 U A2) @ ¢y and ¢y = ciy and mdsti, mdsts €
comp(lev, A) and mdst1 ={anranw} mdstz and mem; sz)i’,A mems we get by
the induction hypothesis that there is o € Ewve, mdsty € MdSt, ¢4, cli, cls €
Com, mem5 € Mem, and A” such that I, A”{c!"}(A1 U A2) : cf, and Ik,
A"{cy A1 U A2) : ¢y, with cl] = cl3, and mdst{, mdsts € comp(lev, A”), and
mdsty ={anranw} mdsty, and mem —lev, 4" '
(cy’, lkst', mdsty , mem5).

We now distinguish two cases depending on the last rule in the derivation of

o memsy, and (cy , lkst, mdsta, mema) —

(c1, lkst, mdst1, mem1) = (ci, lkst’, mdst}, mem}).
Case (AN1): In this case, we get by the rule AN1 that c{’ = stop and mdst] =
updMds(mdst;, d 1) and ¢} = stop.
"’

From c;” = stop we get that the last rule in the derivation of Ik, A”{ci” } (AU
Ag) : ¢l{ must be TST. Hence, c.{ = stop and A” = (A;UA3). From c.{ = stop



and cf = cl4 we get cs = stop. Hence, the last rule in the derivation of

[P A"{c'”}(/ll U Az) : cis must also be TST and, thus, ¢;’ = stop.

From ¢’ = stop and (c3, lkst, mdstz, mems) o (cy’, lkst’, mdstg,mem2>

and c2 = cb @72 we get by the rule AN1 that (co, lkst, mdsta, mems) a—>

{ch, lkst’, mdsty, mem4) is derivable with mdsty, = UdedS(mdSt2,72) and

ch = stop.

From ¢ = stop and cj; = stop we get by the rule TST that IFy, A'{ci}A’ :
stop and Ik, A'{c5} A" : stop.

It remains to show that mdst; =ganr.anw} mdsts and mdsty, mdsty € comp(lev, A")

lev,A’ /
and mem/ =low Memsy.

From mdst) = updMds(mdsty,d1) and mdsty = updMds(mdsty, d2) and

- [ A-NR,A-NW= @1 la-NR,A-nw We get by the definition of updMds that mdst) = {A-NR,A-NW}
mdst?,.

From /1// = (Al UAQ) and /1/ = (/11 UAQ)EB[EU 71 we get that A/ (A//@lev 71)

From mdst! € comp(lev,A”) and mdst) = updMds(mdst}, @1) and A" =

(A" Biew 71) we get that mdst; € comp(lev, A'). From mdst] =qanranw}

mdsty, and mdst] € comp(lev, A’) we get that mdsty, € comp(lev, A").

From Vz.(Ay Ll/lz)lw<m> C A’lw<z) and A” = (A, U A3) and mem} =" AY

1 Zlow
memly, we get that mem) =" memd,.
Case (AN2): In this case, we get by the rule AN2 that c{’ # stop and mdst] =
mdst} and ¢ = c’"@71 From ¢} # stop and Ik, A”{ci”"} (A1 U Ag) @ cif we

"ne__

get that c.] # stop. Hence, we get from c.] = c.3 that cl3 # stop.

From cj’ # stop and (cj,lkst, mdsta, memz2) — {(ci’, lkst', mdstQ,memz)

and ¢ = ¢§@d2 we get by the rule AN2 that (ca, lkst, mdstg,menm) o
(ch, lkst’, mdstl, mem)) is derivable with mdsth = mdsty and c¢b = ¢4’Qd 5.
From ¢ = ¢/’Qd, and ¢, = ¢4’Qdy and by, A"{c!"} (A U Az) = ¢,
and ke, A”{cy'} (A1 U Ag) @ ¢y and V. (AU Ag),, (z) T Az ) and A’ =

(A1 U Ag) @zev @1 we get by the rule TAN2 that Ik, A”{ci}A" : ci; and Ik,
A//{Cz}/ll : Cs2 with Csl = 1@71 ANRANW and CSQ = CW@72 ANRANW
Hence, from c{ = cJ5 and 7 [ A-NR,A-NW= e [A-NR,A-NW We get ¢l = Cio.
From mdst{, mdst; € comp(lev, ") and mdsty =ganranw} mdsts and mdsty =
mdst] and mdsty, = mdsty we get that mdsty, mdsty € comp(lev,A”) and
mdsty ={anraNw} Tdsts.

1"

lev, A’

Since we already obtained mem} =ou;

we can conclude this case.

mems4 from the induction hypothesis,

0O

We now show that whenever two commands have identical low-slices and the first
command spawns a new thread, then the second command can also spawn a new thread
in its next step and the commands of the spawned threads have identical low-slices.

Lemma 12. IflF, Ai{ci} AL : o, Iriew Ax{ca}Ab : Con, co1 = con, and (c1, lkst, mdsty, mem, ) <eadumdst 1)y
(c1, lkst’, mdst|, mem?),

then there is cb,cas € Com, mdsta, mdsth € MdSt, mem5 € Mem, and As such that

{co, lkst, mdsta, mems) EAONRITEIIN (cy, kst , mdsts, mem5), by As{cs}As : cos,

IFieo As{ca}As i coa, Ccs3 = csa, and pre(As) = 0.

Proof. We prove this by structural induction on the derivation height of
(c1, lkst, mdst1, memq) Llea Oumdst )y (ct, lkst’, mdst, mem}).



The induction base is the tuple a derivation height of 1. From
(c1, lkst, mdsty, mem,y ) “Les-Qumdst 0y (o kst! mdst’, mem)), we know that derivations
of height 1 are only possible with the rule sp and, hence, ¢; = spawn(cz). Thus, the
only rule to derive IFj, A1{ci}A] : cs1 is TSP2. From this rule we get ¢1 = spawn(cs),
cs1 = spawn(css), s As{cs}As @ cs3, and pre(As) = 0.

From cs1 = cs2 we get that cso = spawn(csa) with ¢s3 = csa. Hence, we know
that the last rule used in the derivation of Ik, AQ{CQ}AIQ . cs2 must have been TSP2.
From this rule we get c; = spawn(cs), IFiew Aa{ca}As @ csa, and pre(As) = 0. Since
pre(As) = 0 and pre(As) = 0. From ¢, = spawn(cs), we get by semantics rule sp that
(ca, lkst, mdsta, memsy) “Leatumdst )y (stop. lkst, mdsth, memb) is derivable.

For the induction step, let n > 1 be the height of the derivation. Derivations of
(c1, lkst, mdsty, mem,y ) <teaomdst )y (cf IEst! mdsth, mem)) with a height of n > 1
are only possible with the rules AN1, AN2, sqQl, and $Q2. Hence, ¢1 = ¢/@Qd1, or

c1 = c¢'; ¢f”. We distinguish these two cases.

Case (¢1 = ¢{/@7d1): From the assumption of this case, we get by the rule TAN2 that
Cs1 = c;'1@71 lanranNw and kg, A1{cl}AY @ cfi. Thus, we get from co1 = co2
that cs2 = ¢,@Qd, la-nr,A-nw. Hence, the last typing rule in the derivation of
1oy A7{c2}Ab : cop must be TAN2. From this rule we get that ¢; = ¢4@7d5 and
IFrey Aa{cs }AS @ cip with ¢y = cia.

From ¢1 = ¢{/@7d; we get by the rules AN1 and AN2 that

(¢!, lkst, mdsty, memy ) <tesdumdst Dy (1 Tk’ mdsty, mem}). Since ¢ = cly, we
get from the induction hypothesis that there is c5’, ca € Com, mdsta, mdsty €
MdSt, memb € Mem, and A3 such that

(e, lkst, mdsta, mems) Lleg Oomdst 1)y (cy’, lkst', mdsty, mem5), I As{cs}As
Cs3y IFiev As{ca}As i csa, cs3 = csa, and pre(As) = 0.
It remains to show that there is ¢5 € Com, mdst; € MdSt, such that

(ca2, lkst, mdsta, mema) Lleg Oomdst )y {ch, lkst’, mdsts, mem4). This follows directly
from ¢z = @75 and

cY, lkst, mdsta, memsa ey’ lkst', mdsty, memb erules AN1 an
(¢l kst, mdsta, ) Lleabmist )y (o Ikst! mdst] 1) by the rules AN1 and
AN2.

Case (c1 = ci'; ¢i”"): From the assumption of this case, we get by the rule TSQ2 that
cs1 = coy; car and Ik, A1{ci'}AY @ c). Hence, the last typing rule in the derivation
of Irjey Aa{ca} A5 1 cs2 must be TSQ2. From this rule we get that co = ¢5; ¢’ and
IFrew Aa{cs }AS @ iy with cf) = ca.

From c¢; = ¢’; ¢’ we get by the rules sQl and sQ2 that
(¢!, lkst, mdsty, mem,) “{es-Qumdst 0y (' kst mdst’ mem/,). Thus, we get from
Cs1 = Cs2 that cso = ¢y, cf. Since ¢y = cl, we get from the induction hypothesis
that there is c3’, cs € Com, mdsta, mdsty € MdSt, mem5 € Mem, and Az such
that
(cy, lkst, mdsta, memsa) Lleg Oumdst )y (cy’, lkst’, mdsty, memb), e As{cs}Asz
Cs3, IFiew A3{C4}A3 ! Cs4, Cs3 = Csa, and pTe(A3) = 0.
It remains to show that there is c5 € Com, mdsts € MdSt, such that
(ca, lkst, mdsta, memsg) <Xeadumdst )y (b Tkst’ mdsth, mems). This follows directly
from cz = c%; ¢4’ and
(Y, lkst, mdsta, memsy) <Xeadumdst Dy (o kst! mdsty, memb) by the rules sQ1 and
sQ2.

O



We define an equivalence on memories that requires equivalence on low-variables
and variables for which we make a noread assumption.

Definition 10. Let lev : Var — Lev be a domain assignment and mdst € MdSt be a
mode state. Two memories mem, mem’ € Mem are low-equal modulo modes (denoted
by: mem :if;;’,md“), if and only if the following condition is satisfied:

— Vz € Var.dev(z) = low A z ¢ mdst(A-NR) = mem(z) = mem’(z).
:ff;’,m{m if they agree on all variables of the security level
low for which no no-read assumption is currently made.

Similar to [10, 18] we define a compositional security property in two steps. First, we
define a closure condition for binary relations that captures updates of an environment,
i.e. other threads, that respect assumptions of a given thread. Second, we define a
bisimulation on local configurations that defines our notion of security for individual
threads in arbitrary environments that respect the assumptions of this thread.

Two memories are related by

Definition 11. A binary relation Riew € LCnf x LCnf with lev : Var — Lev is
closed under globally consistent changes if for all ci1,c2 € Com, lksti,lksto € LkSt,
mdsty, mdsta € MdSt, and mem1, mema € Mem with

(€1, lkst1, mdst1, mem1)Rie (c2, lksta, mdsta, mems))
the following three conditions are satisfied

1. Yz € Var.(lev(z) = high A z ¢ mdst1 (A-NW)
= Vi, v2 € Val.
(e1, lksty, mdst1, memy[z — v1])Riew (2, lksta, mdste, mema[z — v2])),
2. Vz € Var.(lev(z) = low A z ¢ mdst, (A-NW)
= Vv, € Val.
(c1, lkst1, mdst1, memi[z — v])Riev{c2, lksta, mdsta, mema[z — v])).

The definition of the closure condition captures updates of high variables (first item)
and low variables (second item) by other threads similar to the closure conditions
in [10, 18]. Note that our definition of the closure condition only considers the mode
state in the first local configuration. In the context in which we will use the closure
condition we will explicitly ensure that the mode states of both local configurations
are compatible (i.e. mode states agree on the assumptions).

We now define a bisimulation relation that characterizes secure information flow
modulo modes.

Definition 12. A symmetric binary relation Rie, € LCnf x LCnf with lev : Var —
Lev is a strong low bisimulation modulo modes if it is closed under globally consistent
changes, and if for all c1,co € Com, lkst1,lksta € LkSt, mdsti, mdsta € MdSt, and
memsi, mems € Mem with

(e1, lksty, mdst1, mem1)Riey (c2, lksta, mdsta, mems)

the following conditions are satisfied

1. lksty = lksta, mdst1 =anr,anwy Mmdsta, mem: :{ZT;’,"MS“

mema,



2. for all ¢ € Com, lkst) € LkSt, mdsty € MdSt, mem)| € Mem, and oy € Eve with
(c1, lkst1, mdst1, memy) — (ci, lksty, mdsty, mem}) there are cb € Com, lksth €
LkSt, mdsty € MdSt, mems € Mem, and az € Eve such that the following condi-
tions are satisfied:

(a) {ca, lksta, mdsta, mema) — (cj, lksth, mdsth, mem)5),

(b) {ct,lkst], mdst}, mem])Rieo{cs, lksts, mdsty, mems), and

(c) if there is c3 € Com such that cn =, (cq,0,mast | ), then there is ca € Com such
that (6%) :/<c4,®,mdsu_) and

{c3,0, mdst 1, mem?)Rieo{ca, O, mdst 1, mem?) .
The relation ~iey s the union of all strong low bisimulations modulo modes.

We now show that our type system is sound with respect to our bisimulation-based
security property.

Lemma 13. If Ik, A{c}A" : ¢’ is derivable, then
(e, lkst, mdst1, mem1) ~iev {c, lkst, mdsta, mema)

holds for all lkst € LkSt, mdsti, mdsta € MdSt, and memi, mems € Mem with

mdst1, mdsta € comp(lev, A), mdsty ={anranwy Mmdsta and mem(z) :if;l’,/l mema(x).

Proof. We prove Theorem 5 in three steps. /In the first step, we construct a family of
binary relations on local configurations ’Rﬁw that is parameterized by a partial type
environments. In the second step, we show that

(e, lkst, mdstq, memﬁRﬁL lev(c, lkst, mdsts, mema)

holds. In the third step, we show that the union of all relations Rﬁ; in the family
is a strong low bisimulation modulo modes. Since ~j, is the union of all strong low
bisimulation modulo modes, this suffices to show that

(e, lkst, mdst, mem1) ~iey (c, lkst, mdst, mems)

holds.
Before we start, note that whenever mdst1 =¢a.nr,a-nwy Mmdstz holds, then

— mdst1 € comp(lev, A) holds if and only if mdsts € comp(lev, A) holds, and
— z € mdst1(md) holds iff z € mdst2(md) holds for md € {A-NR, A-NW}.

Hence, we only need to check for these properties in one of two mode states when the
two mode states fulfill mdst; =anra-nwy mdsta.

Step 1: Constructing the family of relations. We define

JA.
H_lev A{CI}A/ D Cs1 /N H_le’u A{CQ}A/ I Cs2

" Acst = cs2 A mdsty, mdsta € comp(lev, A)
Amdsti ={ANR,A-NW} mdsto

lev, A
Amemy =00

((c1, lkst, mdst1, mem1)

Rib, =
lev (c2, lkst, mdsta, mema))

memsa



Step 2: Showing that (c, lkst, mdsty, memﬁRAl lev{c, lkst, mdsta, memsa) holds.

lev

By the assumption IF,, A{c}A’ : ¢’ of the theorem we get directly that

(c, lkst, mdst1, memﬁRﬁL(c, lkst, mdsta, mema)

holds for all lkst € LkSt, mdsti, mdsta € MdSt, and memi, mems € Mem with
mdsty, mdstz € comp(lev, A), mdst, =anr anwy mdstz, and memy (z) =10" mema ().

Step 3: Showing that Rl/gv s a strong low bisimulation modulo modes. 1t is clear
from the definition that the family of relations Rﬁ;, is symmetric, because all conditions
are symmetric.
We show that Rﬁ; is closed under globally consistent changes. Hence, let (c1, lkst, mdst1, meml)R{é; (e, lkst, mdsta, n
According to the definition of “closed under globally consistent changes” (Defini-
tion 11), we must show that for all z € Var with z ¢ mdsti(A-NW) the following
two conditions hold:

1. If lev(z) = low,
then (c1, lkst, mdst1, memi[z — V)R
all v € Val, and

2. If lev(z) = high,
then (c1, lkst, mdsti, mem1[z — vﬂ)Rﬁi(c% lkst, mdsta, memsz[xz — v2]) holds for
all v1,v2 € Val.

Ay,Az
lev

(c2, lkst, mdsta, mema[z — v]) holds for

Let A be a partial type environment that has the properties required in the defini-
tion of ng,, i.e. mdsti, mdsta € comp(lev, A) and mem1 zi:n’,/‘ mems.

We must show that the memories are still related by sz)i’,A after the modification
of the variables. For condition (1) this is immediate, because the variables are set to
equal values on both sides of the relation.

For condition (2), we know that lev(z) = high. Hence, A;,(z) = low only if

z € pre(A).
Since mdst1 € comp(lev, A), this would mean that = € mdst(A-NW). This contra-
dicts the assumption that z ¢ mdst(A-NW). Hence, mem1 [z — v1] :ig"’;/h memsa[z —

v2] also holds for condition (2).

Now we show that whenever (ci, lkst, mdst1, m@m]_)RlAC;)(CQ, lkst, mdsta2, mems), then
—{e“’mml memsz. Let A be a partial type environment with the properties

mem; =
stated in the definition of Rﬁ;, i.e. mdst;, mdsta € comp(lev, A) and mem; =<4

“low
_ lev,mdsty

memz. To show that memi =;. memz holds, assume lev(z) = low and z ¢

mdst1 (A-NR). Since mdst, € comp(lev, A) according to the definition of Rﬂ;,, we have
z ¢ pre(A). Hence, A}, {z) = low and, thus, memi(z) = mema(z) follows directly

__levy,
from memy = 0’" mema.

We finally show that whenever (¢, lkstmdstl,meml)Rﬁ;,(c% lkst, mdsta, mems)
and {c1, lkst, mdst1, mem1) = (ci, lkst’, mdst}, mem/), then there is cj € Com, mdst},
o' € Eve, and memb € Mem such that the following three conditions hold:

1. {c2, lkst, mdsta, mems) i {ch, lkst’, mdsty, mems5),

2. {c1, lkst', mdst1, mem&)Rﬁ;(cé, lkst’, mdsty, mem5), and
3. if there is c3 € Com such that & =, (¢, 0,mast, ), then there is A” and ¢4 € Com
such that o' =", ¢.mast, ) and

{c3,0, mdst 1, mem'l)Rfé: (ca, 0, mdst | , mem}) .



From (c1, lkst, mdst1, memﬂRﬁL(cQ, lkst, mdsta, mems), we know by the definition
of Rfé; that I, A{c1}A” @ cs1, lbrew A{c2} A’ ¢ co2, €51 = co2, mdsti, mdsta €

lev,
comp(lev, A), mdst1 ={anr.anw} mdsta, and memi =" mems.

Assume that {c1, lkst, mdst1, mem1) — {(c{, lkst’, mdst}, mem}).

From Ibjeo A{c1}A" ¢ cs1, lbiew A{c2} At o2, mdsty, mdsta € comp(lev, A), mdsty ={anr Anw}

lev, A «
mdsta, memy =jo0" mema, cs1 = Cs2, and (c1, lkst, mdst1, mem1) — (c1, lkst’, mdsty, mem/)

we get by Lemma 11 that there is mdst, € MdSt, o/ € Eve, c, ciy,cta € Com,
CY/

memy € Mem, and A" such that (ca, lkst, mdsta, memsa) — {(cj, lkst’, mdsts, mems5),
IFieo A"{c1}A” ¢ chyy Ibiew A"{ch} A" 1 clo, i1 = chy, mdsty, mdsty € comp(lev, A”),

mdsty ={anr,aNw} mdsts, and memy Z{ZQA” mems.
From Ik, A"{ci}A" 2 chy, e A"{ch} A 1 Cha, chy = cho, mdst’, mdsty € comp(lev, A”),
mdsty ={anraNw} mdsty, and mem) :if)';’,A” memb, we get by the definition of R{,‘z;
that {ci, lkst’, mdst?, mem'l)R{,‘:; (c5, lkst’, mdsth, mem)5).

Hence, the first and the second condition are fulfilled. It remains to show that the
third condition, i.e. if there is c3 € Com such that a =,"(c; 0,mdst ), then there is

ca € Com and A" such that o' =, (¢, p,mast, ) and

€3,

A///
(c3,0, mdst |, mem1)Rie, (ca,, mdsty, memt) .

Hence, assume that there is ¢ € Com such that o =,"(c; 9,mast, )- By Lemma 12
we get that there is ¢, ca € Com, lkst” € LkSt, mdst, € MdSt, memb € Mem, and A"
such that o’ =, (c, 0,mdst |y, {C2, lkst, mdsta, mems) Lleg Oumdst )y (cy, kst , mdsth, memb).
lFrew A" {5} A" 1 cos, IFiew A"{ch YA csa, cs3 = csa, and pre(A”’) = (). From
pre(A”) = () we get that mdst, € comp(lev, A""). From mem!| = mem] we get that

l, A///
mem’ =jow”  memj. Thus,

{c3,0, mdst 1, mem'l)Rﬁ;” (ca, 0, mdst | , mem?)
holds. O

We now show that every program that is typeable with the type system from the
body of the article is also typeable with the type system from the appendix.

Lemma 14. If b, A{c}A’ : ¢’ is derivable, then by, A{c} A’ : ¢’ is also derivable.

Proof. We prove Lemma 14 by induction on the derivation of e, A{c}A' : ¢’ We

/

distinguish the cases of the last rule applied in the derivation of t., A{c}A": ¢'.

Case (TSK):
From the typing rule TSK we get that ¢ = ¢/ = skip and A = A’. From ¢ = ¢’ =
skip and A = A" we get by the typing rule TSK2 that Ik, A{c}A’ : ¢'.

Case (TAH):
From the typing rule TAH we get that ¢ = z:=e, ¢’ = skip, lev(z) = high,
z ¢ pre(A) and A = A'. From ¢ = z:=¢, ¢’ = skip, lev(z) = high, z ¢ pre(A) and
A = A" we get by the typing rule TAH2 that Ik, A{c}A": ¢’

Case (TAL):
From the typing rule TAL we get that ¢ = z:=e, ¢’ = z:=e¢, lev(z) = low, Fiey 4
e :low, & pre(A) and A = A'. From ¢ = z:=¢, ¢’ = z:=¢, lev(z) = low,
Fiev,a € : low, z ¢ pre(A) and A = A" we get by the typing rule TAL2 that
by A{ctA": .



Case (TFL):
From the typing rule TFL we get that ¢ = z:=e, ¢’ = z:=¢, Fjep,a € : low T €
pre(A) and A” = A[z — low]. From A" = A[z — low] we get that Az — low] C A’
From ¢ = z:=¢, ¢/ = z:=¢€, Fiev, 4 € : low z € pre(A) and Az — low] C A" we get
by the typing rule TFL2 that Ik, A{c}A’: c'.
Case (TFH):
From the typing rule TFH we get that ¢ = z:=e, ¢’ = skip, z € pre(A) and
A" = Alz — high]. From A’ = A[z — high] we get that A[z — high] C A’. From
c=uz:=e, ¢’ = z:=¢, T € pre(A) and A[z — high] C A’ we get by the typing rule
TFH2 that Ik, A{c}A": ¢
Case (TLO):
From the typing rule TLO we get that ¢ = ¢’ = lock(l) and A = A’. From ¢ = ¢’ =
lock(l) and A = A" we get by the typing rule TLO2 that I, A{c}A’: ¢
Case (TUL):
From the typing rule TUL we get that ¢ = ¢/ = unlock(l) and A = A’. From ¢ =
¢’ = unlock(l) and A = A" we get by the typing rule TUL2 that IFje, A{c}A": ¢’
Case (TSP):
From the typing rule TSP we get that ¢ = spawn(c”), ¢’ = spawn(c"”’), ke
¢ : ¢ and A" = A. From by, ¢” : ¢’ we get by the typing rule TTH that
Freo A7{c"}A" : " with pre(A”) = 0. From by, A”{c"}A" : "' we get by
the induction hypothesis that IF, A”{c"}A” : ¢, From Ik, A”{c"}A” : """ and
pre(A”) = () we ge by the typing rule TTH2 that I, ¢’ : ¢"”’. From ¢ = spawn(c"),
¢’ = spawn(c"), Iy ¢” : ¢ and A’ = A we get by the typing rule TSP2 that
IFrey A{c}A": .
Case (TWL):
From the typing rule TWL we get that ¢ = while e do ¢” od, ¢ = while e do ¢"’ od,
AC A, A" C A, Frpar e low, and by A{c"}A” 2 . From be, A'{c"}A" :
c"" we get by the induction hypothesis that IFu, A'{c"}A” : ¢"". From I,
A{"}A” 2 " and A” £ A’ we get by Lemma 6 that Ik, A'{c"}A": ¢"’. From
¢ = while e do ¢” od, ¢ = while e do ¢ od, A C A, by ar € : low, and
Ibrey A'{c"}A": """ we get by the typing rule TWL2 that Ik, A{c}A": ¢’
Case (TIL):
From the typing rule TIL we get that ¢ = if e then c; else ¢z fi, ¢’ = if e then c] else ¢ fi,
Frev,a € : low, by A{c1}A” @l Fiew A{c2}A” 1 ¢, and A" = A” U A", From
A = A" U A we get A £ A and A C A'. From by, A{c1}A” @ ¢} and
Fiew A{c2} A" : ¢y, we get by the induction hypothesis that b, A{ci}A” @ ]
and b, A{c2}A” ¢ cy. From b, A{ci}A” @ ¢l ey A{ca} A" 0 ey, AV A
and A" £ A’ we get by Lemma 6 that I, A{c1}A’ : ¢f and Irje, A{c2}A” : ch.
From ¢ = if e then c; else c; fi, ¢/ = if e then ¢ else cj fi by 4 e : low,
lFrew A{cr}A” @ c1 and Ik, A{c2} A’ @ c5 we get by the typing rule TIL2 that
by A{ctA": .
Case (TIH):
From the typing rule TIH we get that ¢ = if e then c; else c; fi, ¢’ = if e then ¢} else ¢} fi,
¢ = ¢y Fiew A{a}A” 1 ocl, by A{c2}A” : ch, and A = A” U A”. From
A= AU A" we get AN C A and A C A'. From ki, A{ci}A” @ ¢ and
Fiew A{c2} A" @ ¢, we get by the induction hypothesis that I, A{c1}A” : ¢; and
IFieo A{c2} A" ¢ cy. From Ik A{ci}A” @ ¢l IFiew A{ca}A” ¢, A” £ A" and
A" E A" we get by Lemma 6 that I, A{c1}A" : ¢f and Iy, A{c2}A” @ cj. From
c = if e then c; else c2 fi, ¢’ = if e then c] else c¢; fi ¢] = ¢, IFiew A{c1}A" : ]
and Ikge, A{c2} A’ : ¢ we get by the typing rule TIL2 that I, A{c}A: ¢



Case (TSQ):
From the typing rule TsQ we get that ¢ = ci;c2, ¢’ = c1; ¢, Fiew A{ar}A” @ ]
and b, A"{c2}A’ 1 cy. From by A{ci}A” @ ¢f and by A7{c2} A" 1 ¢5. we get
by the induction hypothesis that Ik, A{ci}A” : ¢ and b, A”{c2} A’ : ¢5. From
c=ciye2, ¢ = ;¢ by A{ar}A” ¢ c] and by A”"{c2} A" : 3. we get by the
typing rule TSQ2 that Ik, A{c}A’ : ¢

Case (TAN):
From the typing rule TAN we get that ¢ = @, ¢ = QT by MepA
Civ Al = AN Diev 77 V-T~Aulev<fl7> E A/lev<$> and 7/ = 7 FA—NR,A-NW~ From '_lev
A{ci}A” : ci we get by the induction hypothesis that I, A{ci1}A” : ci. From
c=cQd, c= Q" IF A{e}A ), A= A" Dy @, V2. A 1oy () T A 1oy (z)
and @' =4 laNR,A-Nw We get by the typing rule TAN2 that Ik, A{c}A’ : ¢'.

|

Theorem 5. If by, A{c}A" : ¢’ is derivable, then
(¢, lkst, mdst1, mem1) ~iey {(c, lkst, mdsta, mema)

holds for all lkst € LkSt, mdsti, mdsta € MdSt, and memi, mems € Mem with

mdst1, mdsta € comp(lev, A), mdst1 ={anranwy mdsta and mem(z) :iS:,;A mema(z).

Proof. Let lev, A, A’, ¢, and ¢’ be arbitrary such that ., A{c}A" : ¢’ is derivable.
From k., A{c} A" : ¢’ we get by Lemma 14 that I, A{c}A’ : ¢’ is derivable.
From Ik, A{c}A": ¢’ we get by Lemma 13 that

(e, lkst, mdst1, memi) ~iey {c, lkst, mdsta, mema)

holds for all lkst € LkSt, mdsti, mdsta € MdSt, and memi, mems € Mem with

mdst1, mdsty € comp(lev, A), mdst1 =ganr,anw} Mmdsta and mem:(z) :i:ﬂ’,A mema(z).
O

9.4 Soundness of the Combined Analyses

In this subsection, we prove the soundess of our combined analysis. This includes the
proof for the security type system with respect to termination-sensitive noninterference
(Theorem 3), as well as the concrete combination of our analyses (Corollary 1). The
following table lists the dependencies between lemmas and theorems in this subsection.

lLemma/Theorem‘DependS on lemmas/theorems ‘

Lemma 15 none

Lemma 16 Lemma 15

Lemma 17 Lemma 16, Lemma 11, Lemma 13
Theorem 3 Lemma 17, Lemma 14

Corollary 1 Theorems 1, 2, 3

Definition 13. A command c does not read variable x, if for all ¢’, lkst, lkst’, mdst,
mdst’, mem, mem', and o with (c, lkst, mdst, mem) = (¢, lkst’, mdst’, mem') one of
the following two conditions is satisfied:

— VVal.{c, lkst, mdst, mem|[z — v])
— VVal.{c, lkst, mdst, mem[z — v])

= (!, kst’, mdst’, mem/ [z — v]), or
2 (!, lkst’, mdst’, mem).



Note that in a local configuration (c, lkst, mdst, mem) the command ¢ does not
read any variable for which it provides a no-read guarantee, because the conditions in
the definition of “does not read” and “provide its no-read guarantees” coincide.

First we prove that a command that does not read some variables is not influenced
by said variables.

Lemma 15. Let (c, lkst, mdst, mem1), (c’, lkst’, mdst’', mem!) € LCnf be local config-
urations, « € FEve be an event, x1,...,xx € Var be variables, and mems € Mem be a
memory.

If ¢ does not read x; for alli € {1,...,k},

{c, lkst, mdst, mem1) = (c', lkst’, mdst’, mem}), mem1(z) = mema(z) for all z € Var\
{m1,..., 2}, then there is a memory mems € Mem such that
(c, lkst, mdst, mem2) — (c’, lkst’, mdst’', mem5) and mem/(z) = memb(z) for all z €
Var \ {z1,..., o}

Moreover, if mem(z) # mem’(z) or mema(x) # mems(x) hold forz € {z1,..., 7},
then mem(z) = memy(x).

Proof. We prove this lemma by induction on the number of variables k. Let firstly
k = 0. In this case, we have mem1 = memz and we conclude by setting memb = mem).

Now let k > 0. Let mems = mema[zrx — memi(zx)]. This means, mems and
mem; differ only in the variables in {z1,...,zx—1}. Hence, we get from the induction
hypothesis that there is mem$ with

(c, lkst, mdst, mem3) = (c', lkst’, mdst’, memy)

and mem] and mems only differ in the variables in {1, ..., zx—1} for which mem1(z) =
mem’(z) or mems(z) = memj(z). By construction of mems there is v such that
mems = memz[zr — v)]. Since ¢ does not read z; one of the following conditions
holds:

— {c, lkst, mdst, memz) — (¢, lkst', mdst’, mem[zi — v])
— {c, lkst, mdst, mems) = {c’, lkst’, mdst’, mem})

In the first case, we define mem5 = memsj[z; — v], and in the second case, we
define mem5 = memj. Hence, mem5 and memj differ at most in xx. Moreover, if
mems (7)) # memy(xy), then mems(z,) # v. Hence, it must be the second case, thus,
memy(x,) = mems(zy). Finally, if mems(z) # memj(zx), we can turn around the
reasoning and consider mems = mema[zx, — v'] to conclude.

Hence, mem] and mem$ differ only on the variables in {z1, ..., 7} and they do not
differ on those variables in {xl, e xk} that have been written in one of the execution
steps.

‘We now show that for two global configurations in which each pair of configurations
is related by our bisimulation, all steps of the first configuration can be matched by the
second thread, and in the resulting global configurations each pair of configurations is
again related by our bisimulation relation.

Lemma 16. Let genf, = ([(c1,1, lkst1, mdsti1), ..., (c1,n, lkstn, mdst1 n)], mem1) and
genfo = {[(c2,1, lkst1, mdsta1), ..., (c2n, lkstn, mdsta »)], mema) be two global config-
urations that use modes globally sound, provide sound guarantees, and that satisfy
Vi, j.i # j = lkst; N lkst; = 0.



If there is a global configuration
genfy = ([(ci, lksty, mdsty 1), ..., (¢1,m, ksty,, mdsti,m)'], mem?)

such that genf, — genf'| and there exist memi ;, mems,; € Mem for alli € {1,...,n}
with

— (cu,i, lksts, mdsty,:, mem ;) ~iew (2,3, lksts, mdsta ;, mems ;), and

— mema1,;(z) = memi(z) and mema;(z) = mema(x) hold for all x with
(lev(z) = high) V memi(z) = mema(z) V& & U;cqr, .,y mdsti;(A-NR),

then there exist genfh, ¢h 1,y .-, Com, mdsth q, ..., mdsts ,,, and mem} with

genfly, = ([(ca,1, tksty, mdsth 1), ..., (¢ m, lksty,, mdsts )], mems) such that

1. genfy — genfy, and
2. for alli € {1,...,m} there are mem ;, memy; € Mem with
— (1,4, lksty, mdst) ;, mem ;) ~iev (ch i, lksts, mdsty ;, mems ), and
— mem) ;(z) = mem1(z) and mem} ;(z) = mema(z) hold for all z with (lev(z) =
high) V mem(z) = mems(z) Vo & U;cqy, .y mdsts ;(A-NR), and
3. Vi, ji# 5 = lkst; N kst = 0.

Proof. We prove this lemma in two steps. In the first step, we construct a global
configuration genf’, such that conclusion (1) and (3) from the lemma is satisfied, i.e.
genf, —» genfy. In the second step, we prove that the global configuration genf’, also
satisfies conclusion (2) of this lemma.

Step 1 (Constructing genfs). We show that the execution step genf, — genf) can
be matched by an execution step in genf,. From genf, — genf’,

genfi = ([(c1,1, lkst1, mdsti,1), ..., (c1,n, lkstn, mdsti,n)], mema)

and genf| = ([(e1,1, lksty, mdsty 1), ..., (c1 m, lksty,, mdst1m)'], mem]) we get by the
definition of the global transition system that either m = n or m = n + 1 and there is
some j,j' € {1,...,n} and a € Eve withn —j' = j
(A) (e, lksty, mdsty, ;, mema) = (¢}, Wkst,, 5, mdst] ., mem})
(B) (c1,s, lksti, mdsta,i) = (1,4, lhst}, mdst) ;) for all 4 < j
(C) (c1,n—i, lkstn—i, mdstin—i) = (€1 m—i, kst,_;, mdst] ,,_;) for all ¢ < j’
(D) if m =n+1, then (c1 ;, lkst}, mdsty ;) = (c3,0, mdst 1) and & =, (c;.0,mdst | )

By assumption of this lemma there are memi ;, memsa ; € Mem such that for all
xz € Var we have

(E) (1,5, lkstj, mdsty j, memi j) ~ieo {C2,5, lkstj, mdsta ;, mems ;), and

(F) [(lev(z) = high) V memi(z) = mema2(z) V& & Upeqr, a5y Mtk (A-NR)]
= mem ;(z) = mem1(z), and

(G) [(lev(z) = high) V memi(z) = memz(z) V& ¢ Uyc
= mema, j(z) = mema(z).

AL} mdst1,(A-NR)]

.....

From (E) we get by definition of strong low bisimulation modulo modes that

lev,mdsty ;

(H) memi,; =0y memsa,;.



Due to (F), mem,, ; and mem, differ only in variables z with lev(z) = low, mem.(z) #
memz(z), and ¢ € mdsty (A-NR) for some k # j. As by the assumption of this lemma,
genf, uses modes globally sound, we have z € mdst1 ;(G-NR) for these variables.
Moreover, by assumption of this lemma, genf, provides its guarantees and, hence, ci;
does not read the variables whose values differ in mem; and mem: ;. We may hence
apply Lemma 15 for the transition in (A) and the memory mem: ;. This yields a
memory mem) ,, ; with

(I) <CL]‘7 lk‘St]', mdstl,j, meml,j> i} <Ci,m—j’7 lkst/m_j,, mdStle_j/, mem'l,m_j/>
(J) [(lev(z) = high) V mema(z) = memz(z) V & & Ureqr,. up g5y Mdstr(A-NR)]
= mem ,,_;(z) = mem)(z) for all z € Var.

From (E) we get due to (I) that there is mdsta ;m_jr, €5 4, @ € Euve,
memg’m_j, € Mem with

’
m—j’s

(K) (c2,j, lkst;, mdsta, j, mema ;) LN (Chom g0 Tkst
L)

’ ’
mdsty ., i, mems )

/ / ’ ’
(€1 i thsty, 5o, mdsty i, mem) )
~lev
/ ! ! ’
(Com—jrs thksty, _ji,mdsty ,,_o,mems )

(M) if & =,7(¢5,0,mast , y» then there is ¢4 such that o =, (¢, ¢, mast )y and
/ / / / / / / ’ . / !
(e1,5, lk,stj, mdstlyj,,memw) ~leo (ca,j, kst mdstz,j,lmem“) W/'lth €, = /63, cy 4=
ca, lksty; =0, mdst] ; = mdsty ; = mdst, , and mems ; = mem) ; = memsy ,_ .

From (L) we get by the definition of strong low bisimulation modulo modes that

(N) mdSth_j/ ={A-NR,A-NW} mdStQ,m_]‘/, and
lc'u,'mdst1 m—j’

/ ’
(O) mem} ,,_jr =1ow MeMy 1, _jr-

Due to (G), we may exploit globally sound use of modes and providing sound guarantees
as before to apply Lemma 15 (as before) for the transition in (K) and the memory
mems. This yields a memory mem5 such that

(P) (ca,j, lkstj, mdsta,j, mema) N (o mjrs Iksty, i, mdsth ., memb)

(Q) [(lev(z) = high) V memi(z) = memz(z) V& & Upeqr, a5y Mdstr(A-NR)]
= memy ;(z) = memj(z) for all z € Var.

That means, we have now constructed ¢ ,,—j/, mdsta m—; and mems. It remains
to construct ¢, lkst; and mdsts ; for ¢ # (m — j'). To this end, we define

(R) ¢5,; = o, lkst; = lksts, and mdsts ; = mdsta,; for ¢ < j
(S) Chm—i = C2,m—i, tksty,_; = lkstm—i, and mdst5 ,,,_; = mdsta,m—; for i < j'.

Now assume that m = n and a # [, then we get by the definition of the global
transition system that genf, — genfl, with
genfly, = ([(ch 1, lksty, mdsts 1), ..., (€3.m, lksty,, mdsts )], memb). Since o # 1, we get
from the definition of the local transition system (Figure 2) that
lksty,—j C lkstj. Hence, Vi, k.i # k = lkst; N lkst), follows directly from Vi, k.i #
k —> lkst; N lksty.

Now assume that m = n and @ = [, then we get from gcnf, — genf) by the
definition of the global transition system that



1 ¢ locks([(c1,1, lkst1, mdst1,1), ..., c1n, lkst,, mdst1 ,]). From this we get by the defini-
tion of the global transition system that genf, — genfs, with genfs = ([(c3.1, lkstt, mdsts 1), . .., (¢h,m, tkst),, mdsts )], m
Since a = [, we get from the definition of the local transition system (Figure 2) that
lkst,,— ;o = lkst; U{l}. Since | ¢ locks([(c1,1, lkst1, mdst1,1),. .., c1,n, lkstn, mdst1n]) we
get from lkst,,_;» = lkst; U {1} and lkst; = lkst; for all ¢ < j and lkst;, ; = lkstn—; for
all i < j' and Vi, k.i # k = lkst; N lksty that Vi, k.i £ k = lkst; N lkst),.

Now assume that m = n + 1. We further define ¢5 ; = cs, lkst; = 0, and mdsts ; =
mdst | and get from the definition of the global transition system that genf, — genf,
with
genfh, = {([(ch1, lksty, mdsth 1), ..., (¢ m, lksty,, mdsts ., )], memb). In this case, we have
a = {c3,0,mdst ) and o = (ca,D, mdst ). Hence, we get by the definition of the
local transition system (Figure 2) that lkst; = lkst,, ;. From lkst; = lkst; for all
i < j and lkst,,—; = lkst,,—; for all i < j' and lkst; = lkstin_j/ and lkst; = 0 and

Vi ki %k = lkst; N lksty, that Vi, k.i £k = lkst, N lkst}, holds.

Step 2 (Showing that genfl, satisfies conclusion (2)). In this step, we show that
for all 4 € {1,...,m} there are memories mem/ ;, mems; € Mem with memj(z) =
mem’ ;(z) and memj5(z) = memy ;(z) for all z with (lev(z) = high) V mem/(z) =
mems(2) V& & Uycqy, . my mdsts x(A-NR), and

(14, lksty, mdst] ;, mem ;) ~iev {34, lkst;, mdst] ;, memsy ;).

We distinguish four cases i < j, i =m — j', 1 > m — j', and ¢ = j where (j is the
index of of the command performing the execution step, and j' = n — j is the index
counted from the end of the command performing the execution step as exhibited in
Step 1).

Case (i=m — j'): The memories mem] ,,, ; and mems,, ; have already been con-

structed in Step 1. In (L), we have already established that

/ / ’ ’
(Ch i kst 5o, mdstl 50, mem) )
~lev
{ch lkst! mdst; mem;: )
2,m—j"» m—j’ 2,m—j’ 2,m—j"/"

It remains to show that for all z with (lev(z) = high) V mem!(z) = mem5(z) vV
"""" I\ {m—j'} mdsty ,(A-NR), we have mem/(z) = mem] ,, , (x) and

memy(x) = memsy, ,, ().

Assume first that lev(z) = high. Then mem/(z) = mem] ;(z) and mems(z) =

mems,;(z) follow directly from (J) and (Q).

Assume now that © ¢ Uycri, )\ m_j7y Mdst1 (A-NR). For all k& # (m — j')

and k # j we have mdst1x = mdst] ; according to (B) and (C). If m = n + 1

(and hence m — j' # j), we have mdst; = mdst, according to (D). Hence,

Lm\ (m—i'} mdst} ,(A-NR) = Uke{l )\ mdst1,x(A-NR). Thus, mem/ (z) =
mem/ ;(z) and mems(z) = mems ;(z) follow directly from (J) and (Q).
Assume finally that mem/(z) = memb(z). If memi(z) = mema2(z) also holds,
then mem)(z) = mem] ;(z) and memy(z) = mems ,;(z) follow directly from (J)
and (Q). Hence, assume that mem1(z) # mema(z). This means, that the execution
step from (A) or (I) has modified z. Since both execution steps have been obtained
with Lemma 15, we get that z is modified to the same value in mem; ,,_; and
mem1 respectively mems ,,_;» and memsa. This concludes this case.

Case (i < j): We define the memories mem) ; and mems ; as follows for all z € Var:

,,,,,



(T) If lev(z) = high or mem)(z) = mem4(z) or
& & Ukeqr,miii} mdst] ,,(A-NR), then
mem ;(z) = mem’(z) and mems ;(z) = memsa(
(U) Otherwise, i.e. lev(z) = low, mem/ (z) # memj
x € Uk€{1,<.<,m}\{i} mdst] 1, (A-NR),
mem ;(z) = memi,i(z) and mems ;(z) = mema,i(z).

).

z
(z), and

We first show that mem/ ;(z) = mem/(z) and mem} ;(z) = memj(z) hold for all
all z with lev(z) = high or mem (z) = mems(z) or & & Upe i,y 14y mdst1 x(A-NR).
From the properties assumed for z we get by (T) that mem) ,(z) = mem} and
mems ;(z) = mems hold directly.

We now show that (c1 ;, lkst}, mdst) ;, mem) ;y~ieo{cs s, lkst}, mdsth ;, mems ;). Since

i < j, we have ¢ ; = 1,4, 3y = Coy, lkst; = lksts, mdsty; = mdst1,, and
mdst/m = mdstz,;. Hence, we need to show that

(c1,i, tksty, mdsty i, mem ;) ~ieo (C2,i, lksts, mdsta i, memy ;). According to the as-
sumptions of this Lemma, we have

(1,4, lksts, mdst1,;, mema ;) ~iew {C2,i, lksts, mdsta s, mema ;). Since ~i, is closed
under globally consistent changes, it suffices to show that mem/ ; and mems ; can
be obtained from memi,; and mems ;, respectively, using the closure condition for
globally consistent changes.

Note that due to the definition in (T) and (U), mem/ ;(z) # mem1 ;(z) or mems ;(z) #
mems ;(z) only hold if lev(z) = high or mem/ (z) = memb(z) or z ¢ Ukei,mpgiy mdst] 1, (A-NR).
We further only need to consider cases in which one of the three conditions holds.
Moreover, due to (T) we have mem ;(z) = mem(z) and mems ;(z) = mema(z)

in these cases.

First, consider a variable z with z ¢ mdst1,;(A-NW). If lev(z) = high, then the
new values of x can be set by global consistent changes, because global consistent
changes allow modifying high variables to arbitrary values. If lev(z) = low, we get

by the assumptions from the previous paragraph that mem/(z) = mem5(z) or z ¢
Usker, o mpvgiy mdstt 1 (A-NR).IE 2 ¢ Upcrr oy iy mdsth (A-NR), this means

in particular that = ¢ mdst ;(A-NR). Hence, by (O) we get that mem) ,, ; (z) =
memsy ., (), and hence by (J) and (Q) we get mem/(z) = mema(x). Since
global consistent changes allows modifying these variables to identical values, we
can conclude this case.

,,,,,

Now consider a variable z with z € mdst; ;(A-NW). This means in particular,
that © € mdst2;(A-NW) also holds due to mdst1,; =anranwy Mmdste ;. From the
assumption that the global configurations genf; and genf, use modes globally
sound, we get that z € mdst1,;(G-NW) and z € mdsts,;(G-NW). Since genf, and
genf 4 also provide sound guarantees, ci,; and ¢z ; do not write z. Hence, due to
the definition of “does not write”, we get mem1(z) = mem/(z) and mems(z) =
memy ().

Assume now that memi(z) = memi ;(z), and mema(z) = memz(z). Then
memy ,, () = mema,;(z) and memgn_j(z) = memz (), due to the fact
that z is not written (established in the previous paragraph).

Assume now contrarily that memi(z) # mema ;(z), or mema(z) # mems ;(x).
Then we have from the assumptions of this Lemma that lev(z) = low, mem1 (z) #
mema(z), and z € Uyeqr oy i MdstLr(A-NR). If mem/(z) = mema(z), this
would contradict that ¢1,; and c2,; do not write z (established two paragraphs be-
fore). Hence, assume mem/ (z) # memb(z). Due to the assumption above this im-
plies that & & Uyc (i iy 14y Mdstl x(A-NR). However, since z € Uyery uy 4y Mdst1,k(A-NR)

.....



and all mode states except for the mode state mdst; and possibly the new mode
state mdst’; do not change during the execution step, and if there is a new mode
state mdst}, then mdst; = mdsty, we get that € mdst1;(A-NR) and z ¢

. . lev,mdsty ; lev, mdst
mdsty ,,—;(A-NR). This contradicts that mem1,; =, mems,; and mem; ,,,

mem;,m_j, while ¢1,; and ¢p,; do not write z. Hence, we know that memlyz(:r) =
mem/ (z) and mems;(z) = memb(z) for all variables with z € mdst] ;(A-NW)
and, hence, we must not apply any changes.

Case (1 > m — j'): This case is analogous to the case i < j, but with different index-
ing, i.e. whenever one encounters an 4 for a symbol without a prime one uses n — j’
and whenever one encounters an 4 for a symbol with a prime one uses m — j’.

Case (i = j): If m = n, then this case (i = j) coincides with the case i = m — j'.
Hence assume that m =n 4 1.

We define the memories meml ; and mem2 ] as follows for all z € Var:
(V) If lev(z) = high or mem/(z) = memb(z) or
¢ Upe,.. .m0 mdst; 1, (A-NR), then
mem ;(z) = mem (z) and mems ;(z) = mems(z).
(W) Otherwise, i.e. lev(z) = low, mem](z) # memb(z), and
2 € Ureq,...mp\ 57 Mdsth 1 (A-NR),
mem) ;(z) = mems ;(x) = mem] - (z).
We first show that mem ;(z) = mem]( :c]) and mems ;(z) = memj(z) hold for all
all z with lev(z) = high or mem (z) = mem5(z) or £ & Uycry .y 15y mdstt k(A-NR).

’ Tlow

From the properties assumed for z we get by (V) that mem/ ;(z) = mem;(z) and
mems ;(z) = mems(z) hold directly.

We now show that (¢ ;, lkst}, mdst] ;, mem) ;) ~iev (3, lkst;, mdsty ;, mems ;).
Since ¢ = j and m = n + 1, we have ¢ ; = ¢s, ¢3; = ca, lkst; =0, and mdst ; =
mdsth ; = mdst . . Hence, we need to show that (cs, ®, mdst 1, mem} ;) ~iev (ca, 0, mdst1, mems ;).
According to (M) we have

(c3,0, mdst 1, mem'l’mfj,) ~lew (4,0, mdst |, mem'zymfj& Since ~iey is closed un-
der globally consistent changes, it suffices to show that mem] ; and memj ; can
be obtained from mem ,,

Note that due to the deﬁnltlon in (V) and (W), mem/ ;(z) # mem! ,, ; (z) or
memy ;(z) # mem] ,,_;(z) can only hold if lev(z) = high or mem)(z) = z3(z)
or z ¢ Upeqr,mp\ (i} mdst] ,,(A-NR). We further only need to consider cases in
which one of the three conditions holds. Moreover, due to (V) we have mem ;(z) =
mem (z) and mem5 ;(z) = mems(z) in these cases.

Since mdsty ; = mdst. there are no variables z with z € mdst] ;(A-NW), and
we only need to consider variables z with = ¢ mdst] ;(A-NW). Hence, assume
z ¢ mdsty ;(A-NW) holds for z. If lev(z) = high, then the new values of z
can be set by global consistent changes, because global consistent changes al-
low modifying high variables to arbitrary values. If lev(z) = low, we get by
the assumptions from the previous paragraph that mem](z) = memj(z) or z ¢
Uskert,mpvggy Mt g (ANR) IE @ & Upeqr oy iy mdsth k(A-NR), this means
in particular that = ¢ mdst ;(A-NR). Hence, by (O) we get that mem/ ,, ; (z) =
memsy ,, (), and hence by (J) and (Q) we get mem/(z) = mema(x). Since
global consistent changes allows modifying these variables to identical values, we
can conclude this case.

.....

O

Lemma 17. If ¢, ensures a sound use of modes and Ik, cp : ¢’ is derivable, then Cp
is secure for lev.



Proof. Let lev and ¢, ¢’ € Com be arbitrary such that ¢ ensures a sound use of mdoes
and Fi, ¢: .
We now must show

le € CCnf* Ymem1, mem, mema € Mem.

{[(e,0, mdst )], mem1) —=* (cenf1, mem]) A trm(;nf)l) A memi =1, mems
= Jeenfa € CCOnf*.Imemb € Mem.

([(c, B, mdst )], mema) —~* (m% memb) A trm(;nf)g) A memy =1 mem}

Hence, let ml € CCnf* and mem1, memz, mem’ € Mem be arbitrary such that
trm(cenf1), memy =1, memsz, and {[(c, 0, mdst )], mem1) —* (cenf, mem}). Hence,
we know that there is a k such that ([(c, 0, mdst )], mem1) —x {ccnf, mem]). We now
show that k inductive applications of Lemma 16 establish the desired result.

From Ik, ¢ : ¢’ we get by the rule TTH2 that IFye,, A{c}A : ¢’ with pre(A) = 0. From
ke A{c}A : ¢’ we get by Lemma 13 that {c, lkst, mdst1, mem1) ~ie, (c, lkst, mdsts, mems)
holds for all lkst € LkSt, mdsti, mdsta € MdSt, and memi, mems € Mem with
mdst1, mdsta € comp(lev, A), mdst1 =(anranw} Mmdstz, and memi(z) = mema(z)
for all x with leva(z) = low.

From pre(A) = () we get by the definition of mdst, and comp(lev, A) that mdst, €
comp(lev, A).

From pre(A) = @ we get that mem; =i%%, memz implies that mem: (z) = memz(z)
for all x with leva(z) = low.

Hence, we have (c, 0, mdst,, mem1) ~ieo (c,0, mdst,, mems) for all mem, =lev.
mems.

Furthermore, since the lock state is @, the global configurations ([c, @, mdst | |, mem.)
and ([c, 0, mdst 1 ], mems) satisfies Vi, j.i # j = lkst;, N lkst; = 0.

Since sound use of modes is invariant under execution steps in our semantics, and
the postconditions of Lemma 16 again establish the preconditions of Lemma 16 for
the subsequent global configurations, we can apply Lemma 16 k times inductively to
obtain that there is ccnfz € CCnf* and memy such that ([(c, 0, mdstL)], mema) —
{cenfa, mems).

It remains to show that trm(mg), and mem} =1 mem}.

From the inductive application of Lemma 16, we also get that thereis c1,1,..., ¢1,m, c2,1,...,Co,m €
Com and lksty, ..., lkst,, € LESt and
mdsti1, ..., mdsti,m, mdsta 1, ..., mdsta,m € MdSt such that
ml = [(c1,1, lkst1, mdst1,1),. .., (c1,m, lkstm, mdsti,m)] and

cenfa = [(e2,1, lkst1, mdsta1), . .., (c2,m, lkstm, mdsts )] and
for all i € {1,...,m} there are mem] ;, mem’zyi € Mem with

— (v, lksts, mdst1,s, mem) ;) ~ieo {Ca,i, lksts, mdstas, mems ;), and
— mem/ ;(z) = mem)(z) and mem} ;(z) = memj(z) hold for all z with (lev(z) =
high) V- mem(z) = memz(z) V& ¢ Uy, oy mdst1;(A-NR)

.....

e —_—
From trm(cenf1) and cenf1 = [(c1,1, lkst1, mdsti,1), ..., (¢c1,m, kStm, mdsti,m)] we
get that ¢1; = stop for all i € {1,...,m}. From (c1,i, lkst:, mdst1,:, mem} ;) ~ieo

(c2,4, lksti, mdsta,;, memy ;) for all i € {1,...,m}, we get that cz; = stop for all ¢ €
{1,...,m}. Hence, we get from ccnf2 = [(c2,1, lkst1, mdsta1), ..., (c2,m, lksta,m, mdstm)]
by the definition of ¢rm that trm(cenfz).



From the typing rules TSP2 and TTH2, we know that the command of each thread
is typeable with partial type environments that have an empty preimage. As we have
seen in Lemma 11, this means that all resulting mode state must be compatible
with the partial type environment with empty preimage. Thus, z ¢ mdsti;(A-NR)
holds for all z with lev(z) = low. Hence, we get from mem! ;(z) = mem/(z) and
memy ;(z) = mems(z) hold for all z with (lev(z) = high)Vmem1(z) = mema(z)Vz ¢
Ujeqi,... ny mdst1,;(A-NR), that mem} ;(z) = memi(z) and memj,;(z) = mems(z)
hold for all z with lev(z) = low. From this combined with (c1 s, lkst;, mdst1 ;, mem’lyi> ~lew

(c2,i, lkst;, mdsta,;, memé’i) forall i € {1,...,m} we get by the definition of ~,, =lev

_ lev,mdst le

and =20 that mem) ={ge, mems. O

We are now ready to prove the soundness of our security type system with respect
to termination-sensitive noninterference (Theorem 3).

Proof. Let lev, ¢, ¢’ be arbitrary such that c, ensures a sound use of modes and
Fiew ¢p @ ¢ is derivable.

From k., ¢ : ¢’ we get by the typing rule TTH that e, A{cy}A : ¢’ with pre(A) =
0. From ke, A{cp}A : ¢’ we get by Lemma 14 that Ik, A{cp,}A : ¢'. From Ik,
A ep}A i ¢ and pre(A) = () we ge by the typing rule TTH2 that IFie, ¢p : ¢

From the fact that c, ensures a sound use of modes and IFy, ¢, : ¢’ we get by
Lemma 17 that ¢, is secure for lev. ad

The following is the proof of Corollary 1.

Proof. Corollary 1 follows directly from the soundness result for the security type
system (Theorem 3), and the soundness result for the guarantee inference (Theorem 2),
and the soundness result for the DPN analysis (Theorem 1). O

9.5 Proof for example analysis
The following is the proof sketch for our example analysis 4.
Proof (sketch). The judgment () - 0, D{skip; cs2}0, 0 : clp with

skip@[acq(G-NR, 0), acq(G-NW, ), rel(G-NR, @), rel(G-NW, 0))];
spawn(
skip@[acq(G-NR, 0), acq(G-NW, 0), rel(G-NR, 0), rel(G-NW, 0)];
lock(1)@[acq(G-NR, 0), acq(G-NW, 0), rel(G-NR, {01}), rel(G-NW, {02})];
02:=01Q[acq(G-NR, {o1}),acq(G-NW, {02}), rel(G-NR, {02}), rel(G-NW, {01 })];
01:=02@[acq(G-NR, {02}), acq(G-NW, {01}), rel(G-NR, @), rel(G-NW, ()];
unlock(!)@[acq(G-NR, 0), acq(G-NW, 0), rel(G-NR, 0), rel(G-NW, 0)]
)@[acq(G-NR, 0), acq(G-NW, 0), rel(G-NR, 0), rel(G-NW, 0)];
lock(1)@[acq(G-NR, 0), acq(G-NW, 0), rel(G-NR, {s1}), rel(G-NW, {02})]@[acq(A-NR, {01 })];
01:=51@[acq(G-NR, {s1}),acq(G-NW, {01}), rel(G-NR, {s2}), rel(G-NW, {s1})];
s1:=s2Q@[acq(G-NR, {s2}), acq(G-NW, {s1}), rel(G-NR, {01}), rel(G-NW, {s2})];
s2:=01@QJacq(G-NR, {01}),acq(G-NW, {s2}), rel(G-NR, 0), rel(G-NW, {01 })];
01:=0@[acq(G-NR, 0), acq(G-NW, {o1}), rel(G-NR, D), rel (G-NW, 0)];
unlock(/)@[acq(G-NR, #), acq(G-NW, ), rel(G-NR, §), rel(G-NW, §)]@][rel(A-NR, {01 })]

is derivable with the rules 1SQ, ISK, ISP, ILO, IAS, IUL, and IAN.



The judgment lev - cls : cls is derivable with the rules TTH, TSQ, TAN, TSK, TSP,
TLO, TEX, TAL, TUL, TFH, TAH, and TFL.

For cenf = (c;2, 0, mdst ) and the DPN M ,s, we observe that the set of reachable
DPN configurations starting from ccnf# has at most two concurrent control states,
one for each thread. Furthermore, we observe that the spawned thread has only one
control state that might be in conflict (as defined by the automaton Accns) with a
control configuration of the spawning thread, namely, (cconfiict, kSt confict, Mdst confiict)
with

Cconflict =

02:=01@[acq(G-NR, {01 }),acq(G-NW, {02}), rel(G-NR, {02}), rel(G-NW, {01 })];
01:=02Q[acq(G-NR, {02}), acq(G-NW, {01}), rel(G-NR, 0), rel(G-NW, 0))];
unlock(1)@[acq(G-NR, 0), acq(G-NW, 0), rel(G-NR, ), rel (G-NW, 0)]

and kst confiicc = {1} and mdstconpict(G-NR) = z \ {(01)}. However, all control states
with a mode state mdst,,,q;.; such that ol € mdst,,,q,.:(A-NR) also have a lock
state lkstionpice With [ € lkstty,mic. Since | € lksteonfiice and [ € lkstyy, g, no DPN
configuration is reachable from cenf# that contains the two control states that are in
conflict due to consistent use of locks in the DPN. O



